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Abstract

The collection of personal data and creation of user profiles to monetize products is a
common business model in the online world. Comprehending how and why their data is
processed is often impossible for users, often resulting in the feeling of privacy violation.

The presented master thesis investigates MyOffrz, a privacy-preserving advertisement
system developed by Cligqz. MyOffrz is based on client-side data processing and thus does
not track the users and does not create personal profiles. The challenge arises when it
comes to mental models. Users who already faced so many advertisements online, transfer
this knowledge to the new systems as well.

In this thesis we define a framework for educating users about MyOffrz, which consists
of three stages: pre-interaction, interface properties and informational content. We focus
on informational content and evaluate a prototype explaining value, business goal, data
flows and underlying algorithm of MyOffrz. Our results indicate that the tested design
was effective in terms of changing users’ mental models about the system. Moreover, we
found that gamification elements in explanations are well perceived by users, they like
to be in control and they want explanations to be as concise as possible. We could also
observe a connection between technology proficiency and privacy attitudes: Users who
have more knowledge about technology tend to be more privacy-concerned, those who are
less proficient tend to also be less concerned. We derive several product-related findings,
that are implemented later on.

Zusammenfassung

Das Sammeln personlicher Daten und das Erstellen von Benutzerprofilen zur Mone-
tarisierung von Produkten ist in der Online-Welt ein verbreitetes Geschiftsmodell. Wie
und warum Daten verarbeitet werden, ist fiir Benutzer héufig nicht nachvollziehbar und
kann zur Verletzung ihrer Privatsphére fiihren.

In dieser Masterarbeit wird MyOffrz, ein von Cliqz entwickeltes System zum Schutz
der Privatsphére, untersucht. MyOffrz basiert auf client-seitiger Datenverarbeitung und
verfolgt daher keine Benutzer und erstellt keine personlichen Profile. Die Herausforderung
besteht darin, die mentalen Modelle der Benutzer so zu verdndern, dass sie der Funktion-
sweise von MyOffrz entsprechen. Dies wird vor allem durch bereits vorhandenes Modelle
zu Online-Anzeigen erschwert.

In dieser Arbeit definieren wir ein Rahmenwerk um Nutzern die Funktionsweise von
MyOffrz zu erkldren, das aus drei Stufen besteht: Pre-Interaktion, Schnittstelleneigen-
schaften und Informationsinhalte. Wir konzentrieren uns auf Informationsinhalte und
evaluieren einen Prototypen, der den Wert, das Geschéftsziel, den Datenfluss und den zu-
grunde liegenden Algorithmus von MyOffrz erldutert. Unsere Ergebnisse zeigen, dass das
getestete Design wirksam war, um die mentalen Modelle der Benutzer hinsichtlich des Sys-
tems zu dndern. Dariiber hinaus haben wir herausgefunden, dass Gamification-Elemente
als Erklarungshilfen von den Benutzern gut wahrgenommen werden, dass sie gerne die
Kontrolle behalten und dass Erklarungen so kurz wie moglich sein sollten. Wir konnten
auch einen Zusammenhang zwischen Technologiekompetenz und Einstellungen zum Daten-
schutz feststellen: Benutzer, die mehr iiber Technologie wissen, sind in der Regel eher um
ihren Datenschutz besorgt, wiahrend diejenigen, die weniger kompetent sind, eher dazu
neigen weniger besorgt zu sein. Wir leiten mehrere produktbezogene Erkenntnisse ab als
Empfehlung fiir zukiinftige Implementierungen.
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1 SCOPE

1 Scope

Put the user first: Everything we do at Cliqz follows this simple principle. It sets us
apart from the large companies that currently dominate the Internet. They shape the
web according to their own interests and the interests of the advertising industry. While
ads are also the revenue model at Cliqz, we believe in an Internet where values, such as
transparency, privacy, openness, and security, matter. An Internet where personal data
remains in the possession of users.

Therefore, we developed a smart advertising system called MyOffrz that takes all these
values into account. It provides relevant ads to users at the right time, without sacrificing
their privacy. However, this important difference to other ad systems is hard to explain to
users due to its complexity and the mental model that users already have on how ads in the
Web work. The goal of this thesis is to explore different ways to address these challenges.

The thesis comprises the following tasks:

e Find related work

Understand the mental model of users (general: ads, particular: MyOffrz)

Explore different concepts to transparently communicate what MyOffrz is and how
it works

Conduct user study to evaluate concepts and analyse the results

Write thesis and present results
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2 Introduction

Nowadays, many companies working with digital products earn money through online
behavioral advertisement (OBA). OBA functions in a way that user information is collected
online in order to create profiles about individuals. The purpose of this tracking is to enable
advertisers to target groups of people with ad campaigns expected to fit their interests.
The more accurate ad targeting is, the more profits advertisers are able to receive from
their campaigns. This strategy has been and continue working well, however concerns
about privacy became more and more important for the users. That is why new methods
for monetizing digital products were invented. One of these methods is described in the
presented work—MyOffrz, browser-based marketing. MyOffrz target the user the same
way as OBA does, but processes the data on the client-side, so that no data ever leaves
user’s PC. Additionally, MyOffrz uses anti-tracking technology to assure total privacy for
anybody using the system.

Current challenge of MyOffrz originates from mental models or the way people think
about and understand intelligent systems|[1]. The regular user is accustomed to the way
online advertisement works and holds an opinion that it can only be targeted by collecting
private data about oneself. Because these erroneous mental models are so strong, it is a
big issue to explain to the user how a new system functions. That is the issue addressed
in this master thesis.

There is a lot of discussion about mental models going on in the Human-Computer
Interaction (HCI) science. Some say that it is very hard to elicit users’ mental models
and it is even harder to change them. Others state that proper ways to define them exist
and propose different strategies to correct the way people think. Research in psychology
presents several theories to base design processes of intelligent systems and user experience
field provides a lot of practical implementations of explanation screens, design guidelines,
interaction cues and many more.

In the presented thesis we would like to focus on a particular product—MyOffrz. My-
Offrz is the first technology which combines elements of OBA, coupon platform, search
engine and at the same time does not collect any personal data about the user. As this
kind of technology is only emerging on the market and there was no prior research about
similar systems, the work presented in this thesis is novel and timely.

2018 was memorable year for online data privacy issues: Mark Zuckerberg gave his
testimony to the US Congress and General Data Protection Regulations (GDPR) were
introduced in Europe. These two major events made people more concerned about their
online privacy and evoked more interested about hidden algorithms behind intelligent sys-
tems. Hence, the research addressing the question of how to transparently communicate
privacy policies is relevant in order to build intelligent systems that are understood by the
user.

In the course of this work we both address particular issues of MyOffrz and derive find-
ings applicable to intelligent systems in general. The thesis firstly consists of an extensive
research of the related literature about online privacy, OBA and transparency of intelli-
gent systems. Secondly, the thesis analyses the product through existing mental models of
users and experts. Thirdly, in the course of work we define a framework for educating users
about intelligent systems. Additionally, we develop a design of an interface that explains
MyOffrz in particular and helps to educate the user by correcting her/his mental model.
Finally, the received information is gathered and analyzed. We provide not only particular
findings about the product, but we define generalized insights, that might be applied to
other intelligent systems as well.

Although the theory about mental models is still ambiguous and intelligent systems only
start to play an important role in people’s lives, there are already some design guidelines
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and frameworks to transparently communicate inner processes, such as [1], [2], [3], etc.
This master thesis expands research field by investigating a novel intelligent system and
reaches the main goal by building a prototype that effectively transforms users’ incorrect
mental models about MyOffrz.

The next chapters describe the whole work flow in detail and summarize the findings
of the research. The structure is as follows.

Chapter 3 gives an overview on the related work. It consists of two parts: background
of the product and related literature.

Chapter 4 descries the framework used for participatory design process. It gives a short
overview of user studies conducted in the course of work and techniques applied for analysis
of the qualitative data.

Chapter 5 is dedicated to the first part of the participatory design framework and
answers the question: What to explain? In this chapter we define User Mental Model,
Expert Mental Model and Target Mental Model.

Chapter 6 answers the question: How to explain? In this chapter we show iterative
user-centered design process, which was used to develop the prototype of explanation
screens.

Chapter 7 is aimed at evaluating the final prototype and describing the final results.

Finally, we summarize all the findings in the conclusion, state main limitations of the
work and define perspectives for the future work.
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3 Background and Related work

The topic of this thesis is quite broad and includes different fields of research. Thereby,
this section presents extensive description of related literature and research. The structure
of this section is as follows:

e Background on company and product

e Related literature
Privacy
Online advertising
Mental models
System transparency in HCI

Explanation screens

3.1 Research context
3.1.1 What is Cliqz?

Cligz is a company, which develops the browser and the search engine. The first official
version of the browser and search was released in 2015. Cligz is mainly owned by a
German media corporation Hubert Burda Media. The main focus of the company is privacy
protection. All the products developed by Cligz do not collect any personal data about
the users, additionally they have such features as ad-blocker, anti-tracking and anti-fishing
implemented [4].

While a lot of the companies creating digital goods earn money through advertising,
i.e. collecting private data, creating profiles, targeting ads, Cliqz does not do it due to
ethical issues. Here comes a challenge of how to earn money to support company’s daily
operations. Cligz business strategy team was able to solve monetization problem in a
creative, innovative and challenging way. In order to earn money with the product which
is completely free and safe for the user, browser-based marketing was invented. MyOffrz
is a new advertisement technique which also brings beneficial value for a user [5].

3.1.2 What is MyOffrz?

Browser-based marketing is a new way of online advertising, which brings a particular
benefit to the user. MyOffrz, located in the Cliqz browser and Cliqz extensions for Firefox
and Ghostery, offers customized discounts, promotions and useful information, processing
all the data on the user’s computer, preserving total privacy as no data ever leaves the PC
[5].

MyOffrz works in a following way. Managers at the Cligz office look for companies to
partner with. When they find one, they try to negotiate special conditions for Cligz users.
The benefit Cligz users receive might be different: a discount, complimentary product, an
advice or whatever might be helpful for them. When the terms are negotiated, the partners
can choose the placement they prefer for their offer, it might be promo bar, reward box,
drop down menu or Cligz start page. When all these decisions are made, the time to define
the triggering rules comes. Here, the keywords and urls are chosen to trigger the offer.
When everything is ready - the offer goes live, i.e. the set of triggering rules together with
the offer itself is sent with the browser extension to the user’s PCs.

At this point the question about privacy issues might appear. How does Cligz earn
money with MyOffrz if no data leaves user’s PC? In fact, there is one signal sent back to
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Cligz, that is a confirmation of an offer being used. The signal however goes through a
proxy network, and reaches Cliqz being completely anonymous.

Moreover, the types of MyOffrz presented in the current work might be placed in two
different locations: promo bar and reward box as shown on the pictures below.

mo4l0RZ773B6UZ - COPY CODE X

0/ Rabatt auf Kaffee, Tee & Pramierte Roster zu fairen Preisen: Perfekten Kaffee- _
Aroastmarket g 20% Zibeher ! genuss online bestellen! JELZIBESTSLLEN

Figure 3.1: Offer in the promo bar

20% Rabatt

auf alles bei Roastmarket

Pramiecte ROster 2y fairen Prosen
Perfokter Kateogenuss be Roast -
mariket

moDSOGWANP

Figure 3.2: Offer in the reward box

In that way, MyOffrz represents a new way of monetizing digital products and at the
same time preserving users’ privacy, while providing additional value.
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3.2 Literature review

At this point the understanding of the company values and the new product is clear.
However, it is not clear yet how to help users create the right perception and understanding.
Thereby, on this stage the analysis of the related work is necessary. In this chapter,
we would like to look at theories and studies about explanations of intelligent systems,
psychological foundations which form users’ opinions and privacy concerns in general. Let’s
look at different topics related to our future work.

3.2.1 Privacy

In the modern world, full of new inventions, technology develops very fast and changes
drastically. There are a lot of trends which, a couple of years ago, people could not even
think of, such as: virtual reality, machine learning, artificial intelligence and many more.
Intelligent systems became a normal thing for any software or computer-related product.
Thereby, new challenges appear in the world of technology and one of the vital issues at the
moment is security. Technology has to be developed to serve people, make their lives easier
and support in different kinds of tasks, which are boring, monotonous or just unpleasant
[6]. But what happens when technology becomes so advanced that a normal user can not
understand it completely and, hence, might harm himself through excessive or erroneous
use of new machines? That is where one of the biggest issues comes from, which is online
data privacy.

According to [7], any Internet user is tracked by companies, which collect private data.
99% of the top 200 news sites contain at least one tracker, and at least 50% of them contain
more than 11 trackers [7]. The research unravels proof that 84% of sites contain at least one
tracker sending private data|7]. Data elements that are only and always sent by a single
user, or a reduced set of users, are considered unsafe with regard to privacy|7]. However,
tracking is supposed to be necessary for advertisers to be able to accurately target their
audience.

As for German users, more than 95% of websites visited by Germans contain trackers
and only 22% of the page loads do not attempt to transfer unsafe data to third-parties [7].

According to [8], when a first-party page contains elements implemented by a third-
party company, that company has an access to some data on the page through the HTTP
referrer. In case there is a script tag on the web page, more companies will be able to get
access to different information items. Not only the third-parties will get an access to the
data, but in some cases the first-party will freely share even more information than can be
accessed.

In addition to having access to URL, title and some other data, web browsing history
is often shared as well, which might become an important issue as most of the time it is
personally identified|8].

Research of |9] describes algorithmic gate-keeping - another threat, caused by data col-
lection without informing the user. Algorithmic gate-keeping is the process when algorith-
mic tools filter, highlight, suppress or play editorial role, thereby determining information
flows through online platforms or other media [9]. Such harms mostly negatively influence
social movements, civic sphere and elections [9].

As [10] found out, personal information holds the value for the parties which collect
it. Value of each piece of information depends on other accessible data, in combination
with which it might be used. E.g. your state and date of birth may not only identify your
personality, but in combination might predict your Social Security number [11].

Unfortunately, according to [8] in today’s world, there are several trends and business
models, which are based on third-party tracking, i.e. collection and usage of personal data
about users:
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Advertising companies

Analytic services

Social integration

Content providers

Front-end services

Hosting platforms

In the research of [12], it is stated that most services using third-party tracking are oper-
ating on the background, which means there are no visual signs to inform the user about
the fact the data is collected. Due to the non-transparency of the tracking ecosystem, it is
difficult to identify how organizations collect personal data from users, and how they store
and share it with each other [12].

In that sense, due to lack of transparency in intelligent systems, a lot of mismatched
privacy expectations appear as described in the work of [13]. As most of the privacy policies
are too long and unclear, people simply do not read them. Thereby, on the picture below
different mismatches of the users expectations according to the type and purpose of the
website are presented.
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Figure 3.3: Matches and mismatches in user expectations.|13|

Researchers made a conclusion that the process of informing users about privacy policies
might be simplified by reducing the amount of information displayed and highlighting the
data that mismatches user’s expectations [13]. Simplification of data privacy notices could
improve the odds of users actually understanding important elements of data policies [13].
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From the user’s point of view, sharing personal information often brings a valuable
benefit immediately, while usually they do not realize the costs and often they appear only
in the future [10]. As [14] found out, public is generally concerned about their data privacy,
at the same time the benefit they receive from sharing private data is quite valuable for
them. Some of the participants of the focus groups conducted in the study of [14] mentioned
several reasons for data sharing: Free is a good price”, “Sharing helps lubricate commercial
and social interactions” and “Certain realms are not inherently private and different rules
about surveillance and sharing apply”. Alan Westin has created an index to identify people’s
attitude towards privacy. He divided them into three categories [15]

1. Fundamentalists - the most privacy-concerned part of the population. They don’t
trust online services and organizations that ask for personal data as they are worried
that companies might find additional use for their data. They would like to have
more laws preserving their privacy and regulations to introduce proper penalties for
those who use private data without consent. Usually such users prefer high privacy
controls to the benefits they could get from the service. About 25% of the public are
privacy Fundamentalists [15].

2. Pragmatists - this is the biggest part of the population nowadays, it counts for
about 57% of public [15]. People in this category seek for benefits they could get
from the service by sharing their personal data. They try to weight the benefit
against loss in the procedure of sharing the data. They prefer to have a choice to
opt-in or opt-out the data sharing, however in general they are willing to share their
data in case they see a clear benefit. At the same time, they believe that business
organizations that are involved in the tracking processes need to get a consent from
the user if they want to somehow use their data later on.

3. Unconcerned - these are people who trust organizations completely. They are very
comfortable with sharing their data online and are ready to give away their data
for any beneficial service. They are also not in favor of new regulations to limit the
collection and usage of private data by organizations. Around 18% of public can be
assigned to this category [15].

Although a lot of people are well-informed about how businesses are based on collection
of private data, the overall awareness about tracking prevention is low according to [16].
Participants of the research conducted had clear preferences on which data they would
like to share and were concerned both about first and third party tracking[16]. There
was also found a proof of differences in sharing willingness based on privacy attitudes —
Westin’s index, with Fundamentalists being the most concerned [17]. At the same time,
research of [18] concludes that people become more privacy-aware when the purpose for
data collection is vague. Moreover, concerns about privacy appear when data collection is
done in an unexpected context or for a purpose they did not expect before [18]. This kind
of experience often even becomes a reason for loss of trust in the system as well as sense
of ‘creepiness’ [18].
In conclusion, [19] gave a definition of privacy as follows:

A right to privacy is a right to control access to and uses of—places, bodies, and personal
information.[19]

This right has to be granted to every individual in any context and all the conditions
have to be communicated clearly, openly and transparently.
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3.2.2 Online advertising

A lot of business models and trends have at its core collection of private data about users
[8]. Above all, there is one business model, which especially count on private data to
produce revenues - online behavioral advertising (OBA). However, not all the people who
are exposed to OBA are well-informed about it. According to [16] only around half of the
people understand OBA completely, while majority of users demonstrates concerns about
their online privacy only to some extent. Unfortunately, the overall awareness about online
privacy is still relatively low [16].

Firstly, let’s define what OBA actually means. As [20] defined it: Online behavioral
advertising is a form of advertising in which advertising networks construct profiles of users
as they navigate various websites. As [21] states, by collecting private data, three kinds of
the predictions about new features in advertising will improve Internet advertisements:

e Targeting, i.e. presenting each user with an ad related to their specific interests.

e Measurement, which most important question is effectiveness of an advertisement,
i.e. understanding what is the reason advertisement work in general and in what
manner they function [21].

e Interactivity, that is based on the idea that ads do not have to persuade the user to
buy a product they do not need, but give necessary information at the right moment.

[22] Identified clear demand for algorithmic transparency. The process of matching a
particular ad to the user has to be transparent as well as data practices, which have
potential to violate user privacy.

Research discovered that vague language made many existing ad explanations impos-
sible to understand, at the same time users do not want to see too much information,
especially the one they find “creepy” [22]. Users preferred explanations with specific infor-
mation which was used to target them and especially related to an important part of their
identity [22].

Users clearly benefit from the transparency about ad algorithms of targeting, however,
at the moment the icons to access explanations are not intuitive enough to find in the
user interface (UI). Moreover, people usually avoid clicking on these icons. In that sense,
explanations might become a central focus of the advertisement. This kind of design will
additionally help to create more trust and engagement with the ad [22].

It is important to state, that there were several intents to create more transparency
in OBA. One of the examples is AdChoices, program for self-regulation of OBA through
more transparent communication with the user [23]. It consists of an icon, which advertisers
have to include in their ad banners|23|, agreeing to The Digital Advertising Alliance (DAA)
principles listed below [20]:

e Education Principle: DAA itself has to stay an educational website, to teach users
about digital advertisements.

e Transparency Principle: Companies are obliged to show information about them-
selves and about ads they display. This information has to be clear and complete.

e Consumer Control Principle: Companies should provide user with the choice. Any
ad should contain a transparent algorithm to opt-out, when user does not want it.

e Security Data Principle: The data collected from the advertisers must be secure and
should not be shared with other parties without users’ consent.

10
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e Material Changes Principle: Companies are obliged to ask for a user’s consent before
they introduce changes into their privacy practices.

e Sensitive Data Principle: Companies must have additional security algorithms when
they handle sensitive data.

e Accountability Principle: There should be a compliance program developed for the
industry in general.

Although the principles were well-defined and beneficial for the user, study [24] proves that
the implementation was not as successful. The real ratio of ads which display AdChoices
icon is very small compared to the number of overall ads shown on Internet everyday [24].
The reason for that is that at the moment proposed system lacks consistency in how the
icon is presented, positioned as well as its overall design.

There was another initiative in order to provide users with more online privacy
protection—HTTP fiels "Do Not Track"(DNT). Do Not Track is a personalized docu-
mentary series about privacy and the web economy, which basically requests that a web
application to disable tracking of the user or sometimes cross-site tracking[25]. Unfortu-
nately, as there are no legal or technological requirements for DNT, some companies might
just ignore its requests. E.g. according to [24] 32 of 64 Network Advertising Initiative
(NAI) companies kept tracking cookies in place after opting out.

One of the reasons for such behavior is that privacy regulations most of the time make
OBA less effective. The study [26] found evidence that online advertising in Europe became
less effective after the introduction of the Privacy Directive and that not all websites and
all types of advertising were affected equally.

To sum up, there is a strong need in transparency of algorithmic processes of OBA. As of
now, several initiatives to make privacy policies of the advertisers more understandable for
the users were made, however, unfortunately they were not feasible in the context of number
of advertisements on internet, that do not comply to any regulations. This behavior might
partly be caused by reduced effectiveness of OBA related to privacy regulations, however
benefits and costs of both advertisers have to be balanced fairly and according to the laws,
thereby effective privacy notices and explanations have to be implemented.

3.2.3 Mental models

One of the fundamental theories behind explanations and users’ perception of how systems
work is a theory of mental models. As research supposes, it is important to understand how
users perceive intelligent systems in order to attain user’s trust [27]. "Mental models are a
hypothetical construct defined as a mental representation of a real or imagined situation”
[27]. Along with mental models, there is another definition of so called folk models, which
were defined by [28] as "mental models that can be incorrect representations of reality but
are used by people in practice”. In that sense, it turns out that to create trust, assure data
privacy, and help users make intelligent decisions as well as create more attractiveness of
the intelligent system - the mental models should be aligned with the conceptual models
through transparent communication.

Some prior research was already done to find out existing folk models of OBA. Research
of [29] for example found out that many people associate OBA with something “creepy and
scary”, because of the tracking, although there were users who said that OBA are “smart
and useful”. [30] in their research defined several incorrect folk models in the society
describing OBA:

)

11
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1. Browser-pull model - when browser detects the usage patterns and based on them
pulls the ads to the user.

2. First-party-pull model - the tracking is also done by the browser, but here users
thought that first parties pull the ads.

3. Connected-first-party model - first-party websites are connected and collaborate with
each other and all the parties track and store the information about user.

4. Third-party model - first-parties who collect the data share it with third-parties.

Although mental models are never perfect, research proves that it is possible to alter
them through explanations and change of the perception. Process of changing mental
models is called transformation, which refers to successful modification of an erroneous
mental model [31]. As mental models reflect the mental level of perception it is proved
that holistic confrontation can lead to the successful transformation, one way to provide
such a confrontation is to have users examine visual explanation [31]. Another option
is to present them in a text-based manner. When explanations are presented sentence-
by-sentence, the two possible scenarios exist. First is when the information presented in
the explanations does not overlap with the prior knowledge, then it just helps to extend
the already existing mental model. In that case, if the person had a correct mental model
before, it will stay correct and will be extended by the explanations. If the prior model was
erroneous, then it will also stay incorrect and will only be extended by new correct facts
after explanations are presented [32]. Second scenario is when the explanations do overlap
with the user’s existing mental model. In this case, the correct model will be confirmed
by the explanations and the wrong one will be contradicted and, thereby changed to an
extent dependent on every person’s peculiarities |31].

Transformation of mental models through contradiction and sentence-by-sentence ex-
planations is able to correct up to 60% of users’ mental models [32]. Thereby, through
combining different methods, which both refute the incorrect models and add useful infor-
mation to existing one, the models can be corrected for more users.

Crucial question in the field of mental models is how to define and measure them. The
study [33| identified several methods for eliciting mental models, which are oral, diagram-
matic and combined procedures. Studies by [34] suggest that cognition is based on both
verbal and visual systems together, thereby combined oral and imagistic approach helps
the user to better map and elicit their own mental models.

To sum up, mental models represent an integral part of Human-computer interaction
(HCI), although there are different opinions on the significance of mental models as well
as value of the users with accurate mental models. Anyway, theory of mental models help
researchers and product developers to understand how people use systems and improve
products in a way that they will be most helpful to people. Moreover, according to [22]
complete and correct mental models can help create more trust towards the product.

3.2.4 System transparency in HCI

There was quite extensive research done in the area of Human-Computer Interaction(HCI)
and algorithmic transparency. It is normally very hard to identify how well-informed users
are about algorithmic processes and how this awareness influences the use and functional
effectiveness. In the work of [22| researches identify some challenges and interesting areas
in relation to what level of transparency is optimal for intelligent systems with hidden algo-
rithms. For instance, the study found high levels of ignorance about algorithmic processes
in social media platforms. At the same time, arguments to support both displaying and
hiding processes happening behind the intelligent systems were found. On the one hand,
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some argue that in order to have seamless experience the black box of the processes have
to be invisible, which leads to the effortless feeling, thereby users never need to know how
the system works [22]. On the other hand, in order to allow innovative use of the product
as well as to see clear response of the system, the processes must stay highly visible [22].
Some, additionally argue that there are cases when transparency of the system led to suc-
cess of certain computational processes [35]. So, the question is what is the most optimal
level of transparency, which allow users to have enough understanding but not overload
them with too much information?

In answering this question, two definitions have to be taken into account, that is [36]:
"Soundness is how truthful each element in an explanation is with respect to the underlying
system." |36]

"Completeness is the extent to which an explanation describes all of the underlying
system. " [36]

Users prefer more complete explanations, with high level of both soundness and com-
pleteness, although completeness plays more important role for them [36]. High levels of
both helped to create more trust in the intelligent system. Benefits of each treatment are
presented in the picture below:

Only high completeness Only high soundness

+ best understanding

+ best mental

Jor artistselection /" model fidelity "\, - more roquests for
e“ . -

+ most trust in clarification
+ best perceived explanations
St + best understanding of | - highest mental
+ lowest song selection process demand

perceived costs

- reduced trust
in explanations

- highest perceived
costs

Figure 3.4: Benefits and costs of highest completeness and soundness treatments |36]

According to [3], the system needs to transparently communicate to the user its al-
gorithms happening in the black box and explain why a particular item was chosen and
matched for them. Moreover, [35] define another important concept — cognitive bias. Cog-
nitive bias is a term taken from behavioral psychology and indicates "a systematic pattern
of deviation from norm or rationality in judgment"[35]. In that sense, research has found
that people perceive a smart system to perform better when it unravels its inner logic
[35]. From this statement it follows that intelligent systems need to provide meaningful
explanations for its’ algorithms.

Research of [27] proves that when the user has a correct perception of the intelligent
system, he has more trust in the system he is using. [37] supports this finding and states
that feedback from the intelligent system, which might also be communicated through
some interface features, helps to gain more user trust in the system. [38] found out that
to create trustworthiness, humans analyze the systems in comparison to normal human
behavior.

[39] state four substantive and methodological questions:
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1. How to proceed when access to the actual algorithm is limited?

2. Where, when, and how are users made aware of algorithms?

3. How does perception translate into cognition and knowledge of the process at hand?
4. How important is accurate cognition to use?

In the presented work, we try to take these questions into account and answer them for
the particular intelligent system.

3.2.5 Explanation screens

As it was already stated in the literature overview above, transparency is a vital element
of any intelligent system. Not only does it help users to understand complicated processes
happening in the black box of modern innovation, but also it creates more trust in product,
helps to engage user more and to teach her use the system in a most effective way. As of
now, we realized the necessity and influence in transparency. However, what we did not
do is to investigate what elements have to be explained and what the design space for this
explanations.

[2] summarized some prior findings on explanations of intelligent systems in a table
presented below:
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Table 3.1: Findings from related work about explanation screens [2]

Proposition

Studies

Explanations will be used when the user
experiences an expectation failure, or per-
ceives an anomaly.

Dhaliwal (1993),
(1996), Ye (1995).

Mao and Benbasat

Explanations will be used more when the
user has a goal of long-term learning
(learning that transfers to a non-KBS con-
text).

Gregor (1996).

Explanations will be used when the user
lacks knowledge needed (terminological
knowledge or problem-solving procedures)
so he or she can contribute to problem
solving.

Explanations that require less cognitive ef-
fort to access and assimilate will be used
more and will be more effective with re-
spect to performance, learning, or user
perception. The types of explanation for
which effect is expected include:

e automatic explanations
e hypertext explanations
e intelligent explanations

e case-specific rather than generic ex-
planations.

Everett (1994), Gregor (1996), Mao
(1995).
Everett (1994), Moffitt (1989), Gault

(1994), Mao (1995), Berry and Broadbent
(1987), Dhaliwal (1993).

Use of explanations improves the perfor-
mance achieved with a KBS as an aid.

De Greef and Neerincx (1995), Dhali-
wal (1993), Gregor (1996), Mao (1995),
Wognum (1990).

Use of explanations helps in learning
(transfer of knowledge to non-KBS con-
texts).

De Greef and Neerincx (1995), Eining
(1988), Everett (1994), Gault (1994), Gre-
gor (1996), Moffitt (1989), Murphy (1990)

Novices will use explanations more for
learning (short- and long-term) than ex-
perts.

Mao (1995).

Experts will use explanations more for re-
solving anomalies (disagreements) and for
verification than experts.

Mao (1995), Ye (1990).

Explanations conforming to Toulmin’s
model (justification explanations) will give
rise to more positive user perceptions of a
KBS than other explanations (trace and
strategic explanations).

Everett (1994), Ye (1990).

According to the work of [40], layout is very important for users and to be able to gain
their trust it has to be personalized, easily operated and aesthetically designed. Research
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also proved that these different elements combined could help optimally create users’ trust
with usefulness and ease-of-use, which could have significant impact.

M-trust
RwN?

* p<nOl
S5 P O0]

Customizatson
R«

Figure 3.5: Standardized model of structural trust in mobile applications[40]

Relating to the question of trust, [41] created a Model of Trust for Electronic Commerce,
which identifies two steps of forming user trust. First, are pre-interactional filters, that
basically mean prior knowledge before starting to use the product, e.g. friends’ recom-
mendations, social media etc. Second, are interface properties which reflect design and
aesthetics of the product when used for the first time. Third is informational content, i.e.
when a person uses a product and gets actual content. The model is summarized in the
scheme below:

Pre-Interactional Filters Interface Properties Informational Content
-
y. r
: : P R . >
&
Relationship Management

Figure 3.6: Model of Trust for Electronic Commerce[41]

As one of the important concerns about intelligent systems nowadays is privacy, it is
important to be transparent about privacy policies as well. According to [42], effective
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privacy notices should be relevant, actionable, and understandable. In another work [1] 4
elements for the design space for privacy notices were defined:

Privacy Notice

Timing Channel Modality Control

at setup primary visual blocking
st in time secondary audory non-blocking

context-

ublic apt :
dependent public haptic decoupled
machine-

periodic readable

persistent
on demand

Figure 3.7: Design space for privacy notices|1]

For intelligent systems, the two items that have to be explained are input, output and the
conceptual model itself [43]. In the works of [43], the conceptual model for explanations
in general was designed and contains 5 elements:

1. Why did the application do X?

2. How (under what condition) does it do Y?

3. Why did it not do Y?

4. What (else) is it doing?

5. What if there is a change in conditions, what would happen?

Why and why not explanations proved to be the most important for the user [43]. In that
sense, these two kinds of explanations are related to the mental model theory, so that "why’
explanations would add lacking knowledge that user has and 'why not’ explanations would
contradict the erroneous prior knowledge.

Conclusion. To sum up, in the current section the product is analyzed, the description
is given and the related work is presented. At this point, the conclusion might be derived
that although changing mental models and creating trust towards the product is done in
three stages: pre-perception (through social media and word-of-mouth), first impression
(design and appearance) and actual content (explanation screens), the product developers
have the most influence towards actual content. Thereby, explanation screens have the
biggest potential to successfully transform erroneous mental models through contradiction
to the existing wrong models and additions to the existing correct knowledge.

Hence, the aim of the presented master thesis is to answer the questions stated by the
related work specifically for MyOffrz, explore possible ways to correct mental models, and
create a prototype to test the chosen option. In the following chapter, we will look at the
concept and approach that is be used for research and design.
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4 Framework and Methodology

After analyzing the related work and researching the product, the clear need in trans-
parency was identified. In the previous step, an extensive analysis of the related work is
conducted. As there is a lot of information that has to be taken into account, there is a
clear necessity in a framework for organizing the design process. To transparently com-
municate inner processes of MyOffrz and organize the work flow, the participatory design
framework was chosen [44].

The framework is presented below:

WHAT to explain? HOW to explain?
Ew - User - Tm
Mental Model Mental Model Mental Model
What happers % Mow do users Which key
the best of our currently make components of the
knowledge? sense of Mo AQonthm GO users
caaba sysiom? mwh-:oa
explaned? What is Pe user moUt‘7
does mental moce of the
What :: syslom basod on s To what exert are integrated nto the
eupent mont: curent UI? users achually Ul of the systom?
model of e tocestnd in the
system look Me? How does & dffer ratonais bebind e
from the oxpert algorithm?
mental mocde?
s & Users & Employoes & Users &

Transparoncy Team

Trasspavency Team

Transparency Toam

- Workshops ~ InSepth rderviews - Focus grougs, ~ Intrviews [7)
-~ Inerviews -~ Focus groups workshops and - Data collection in
Hypothetical bransiorming
scenanos [25) SORRIOT tasks [32]
Card soning [47) Design guidelnes
ot practces soenanos [22)
- Low and high ~ Thirk-Aloud [31)
Sdelty prototypng Cuesticnnare [21]

Users &
Fransparency Team
Onlrw surveys [28)
- Hypothetical
scenanos [29]

~ Semi-structured
o vews

Data collection in
tashs [32]
Drawing tasks
LA

Figure 4.1: Participatory design process framework [44]

In that way, the exploration and design is done in two main stages. The first stage is aimed
at identifying what kind of information items have to be explained and consists of eliciting
expert mental models (EMM), users’ mental models (UMM) and target mental model
(TMM). The second stage’s objective is to find the right way to present the explanation.
It means at this stage, design and evaluation is done in an iterative manner to find the
most effective option.

4.1 What to explain?

As stated abobve the work is structured in two stages. First stage includes elicitation of
three types of mental models: expert’s mental model, user’s mental model, target mental
model. This chapter will answer the question: "What to explain?’.

4.1.1 Expert Mental Model

Expert mental model was defined using semi-structured interviews with main stakeholders:
director of strategy and KPIs and director of engineering. UX specialists and designers
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were included in all the stages of the research and design in order to get expert input and
sufficiently understand the product. Interviews were chosen as a primary data collection
method, because along with the needed depth of information received, the requirement
was to determine what kinds of explanations to focus on, which is more appropriate to
do through interviews than focus groups or surveys [45]. Moreover, in the interviews the
participants are not influenced by group dynamics and in contrast to surveys are able to
have an opportunity to express their opinions in person. Additionally, in the circumstances
of analyzing the product, different points of view had to be taken into account, hence the
contents of interviews differed from participant to participant.

Questions asked in the interviews were mostly exploratory and aimed to get overall idea
and develop the conceptual model of the product. In that sense, different experts were
asked about their field of expertise, such as strategy, business model, technology, user
experience and design. To define the conceptual model more accurate, they were also
asked to conduct a drawing task, answering question: “Can you explain, through a picture
or diagram, how you understand functionality of MyOffrz and data flows when the offer
is shown to the user?”, taken from research of [33|. In that way, both verbal and visual
procedures were used to identify experts’ mental models. In addition to the interviews,
other MyOffrz employees were asked to do a short task to find out how they define the
product. The task consisted of 3 small sub-tasks:

1. Describe MyOffrz in 1 picture.
2. Describe MyOffrz in 2 sentences.

3. Describe MyOffrz in 3 words.

This part of the research was conducted in a form of a small survey, as depth analysis was
done in the previous step with experts and there was no need in it at this point anymore.
The drawing task was also part of the survey and helped to get a general idea about
elements, that people working with the product include in the explanations.

4.1.2 User study 1: User Mental Model

User mental models were identified through a series of usability tests, which included a
semi-structured interview, think-aloud tasks, a drawing task, and a survey to define their
attitude towards online privacy through Alan Westin’s classification [15].

For the first study we used usability testing mixed with couple of other techniques. Usabil-
ity testing is one of the most popular methods in HCI. It allows researchers to investigate
the way people use the product, get insights about some of the design flaws and get an idea
about users’ first impression of the product [33|. Drawing task as described in [33] helps to
elicit more accurate mental model, while survey by Alan Westin might show some of the
dependencies in the models according to users’ attitudes towards privacy. Semi-structured
interview procedure helps to define main points and emphasizes on how users understand
privacy online in general and how they relate it to OBA and MyOffrz product.

For qualitative analysis of the results, thematic analysis is chosen. This method is aimed
on identifying and analyzing themes within qualitative data [46]. The steps of this method
are presented in the table below:
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Table 4.1: Steps of the thematic analysis [33]

Phase Description

Transcribing the data (if necessary), read-
1.Familiarizing yourself with the data ing and re-reading the data, noting down
initial ideas.

Coding interesting features of the data in
2.Generating initial codes a systematic fashion across the entire data
set, collating data relevant to each code.

Collating codes into potential themes,
3.Searching the themes gathering all data relevant to each poten-
tial code.

Checking if the themes work in relation to
the coded extracts (Level 1) and the entire
data set (Level 2), generating a thematic
‘map’ of the analysis.

4.Reviewing themes

Ongoing analysis to refine the specifics of
each theme, and overall story the analy-
sis tells, generating clear definitions and
names for each theme.

5.Defining and naming themes

The final opportunity for analysis. Selec-
tion of vivid, compelling extract examples,
final analysis of selected extracts, relating
back to the analysis to the research ques-
tion and literature, producing a scholarly
report of the analysis.

6.Producing the report

As [47] states, thematic analysis is an effective method for qualitative data analysis that
is often underestimated and as a result is not often used. Thematic analysis does not
only represent an independent and reliable method for qualitative analysis, but also helps
researchers to gain skills to perform other types of qualitative analysis in the future [47].
In the current work, thematic analysis was chosen as a main methodology for qualitative
data analysis for several reasons. Firstly, the objective of the presented research is to gain
a general knowledge about a new product presented on the market. Secondly, the amount
of data collected is not extensive enough to include quantitative methodologies for analysis.
Thirdly, the themes had to be identified over the whole interviewing and usability testing
process, which was conducted with a high level of freedom, i.e. relevant questions could
appear at different stages of the process [47].

4.1.3 Post-study: Target Mental Model

The target mental model was derived through comparing the results received from elicita-
tion of EMM and UMM. Gaps between the existing folk model toward the new product
and concept mental model created by experts were identified. The list of elements were
identified as themes from the thematic analysis and every element was compared in the two
models. The themes were ranked through sorting task, conducted with the primary set of
participants of the user tests. Users who took part in the post-study were the same as the
ones in the User Study 1. Participants were presented with the list of themes via email and
were asked to choose their top five elements, that were most important to them and rank
them according to the level of importance and interest of the information presented by the
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element. Results of this study were used to define elements which have to be included into
explanations.

4.2 Design and User Study 2: How to explain?

On the second stage, the question 'How to explain?’ was answered. Objective of this stage
was to fill out the gaps and correct erroneous mental models through design of explanation
screens. The exploration of the designing opportunities was conducted, the concept was
created and the design was conducted according to user-centered design process with several
iterations and usability tests on every stage. Study design was composed as similar as
possible to the first study to reach the best results in final analysis and evaluation.
User-centered design was chosen as a procedure for the creative part as user perception
was found to play an integral role in the whole process of mental model transformation.
Advantages of the UCD, which were crucial for the presented work are [48|:

e Products created through such a process are more efficient, effective, and safe
e The process assists with managing users’ expectations

e Users are able to develop a sense of ownership of the product

e Products require less redesign and integrate more quickly in the environment
e The process generates more creative design solutions

As stated above, final evaluation was conducted similarly to the first study, through semi-
structured interviews, usability testing, think-out-loud tasks, drawing tasks and question-
naire to indicate dependencies with the attitude towards online privacy. The qualitative
data was again analyzed through thematic analysis procedure. All the results were com-
pared and the conclusions were given.

Conclusion. To sum up, different methods and procedures were used along the working
process in order to collect, analyze and draw conclusions from qualitative data. In the next
chapters, every study will be described in more detail. The following work is structured
as follows. Firstly, the EMM, UMM and TMM are defined. The results received from
the first study are analyzed and a list of information items is formed, which answers the
question: “What has to be explained?”. Secondly, the explanations are created using user
centered design process. The design created on this stage answers the question: “How to
explain?”. Finally, all the results are summarized, compared and overall conclusions of the
work are presented.
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5 What to explain?

In this section, the research is answering the first question of participatory design frame-
work: “What to explain?”. Using different methods of primary data collection three mental
models are defined and the section is structured as follows.

Firstly, expert mental model are defined using interviews with main stakeholders and survey
with other MyOffrz employees.

Secondly, the user mental model is elicited through series of usability tests together with
semi-structured interviews and surveys included in the User Study 1.

Thirdly, the target mental model is defined through comparison of the models received on
the precious steps.

Lastly, additional study will be conducted to accurately define information items and their
ranking, answering initial question: “What to explain?”.

5.1 Expert Mental Model

On the first step, semi-structured interview was conducted with the director of strategy at
MyOffrz. This was a first step of the research, thereby one of the main research objectives
was to get an overall knowledge about how the product works. In the list below main
research questions are stated:

1. How to officially define MyOffrz?

2. How MyOffrz differ from OBA?

3. According to company strategy how should MyOffrz be perceived by
users?

4. How did product develop till now?

5. What is your mental model of MyOffrz as most informed person about
both strategy and technology?

Summarized answers to the research questions are given in the table below.
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Question

Answer

How to officially define MyOffrz?

MyOffrz is a new browser-based market-
ing category, aimed at bridging users and
information they need through providing
highly-targeted offers bringing additional
value to the user without collection of the
private data, bounded to the end of the
funnel with the payment safe model for ad-
vertisers.

How MyOftfrz differ from OBA?

e Offers actually bring value to the
user, thereby they shouldn’t be con-
sidered ads, but rather a platform
connecting users to the necessary in-
formation from partners, charging a
fee for its’ services.

e The algorithm is different in the
sense of privacy. The product aligns
with the company mission and val-
ues data protection the most. For
this reason, all the analysis is con-
ducted on the client side and there
is no possibility to access any pri-
vate data. At the same time offers
are still very targeted.

e The visual representation differs as
well. The locations of the banners
are not the standard locations of
the online advertising and offers are
always explicitly affiliated to Cliqz
browser.

How offers should be perceived by the user
according to company strategy?

Users have to perceive it as a feature, that
can give them something good. In the fu-
ture, MyOffrz should be one of the reasons
why people want to use Cliqz. User are ex-
pected to say something like: “Damn I'm
so happy I didn’t miss this opportunity!”,
“Wow I really need to rent a car and I have
such a great offer!”, “That’s the best offer
I've seen and I’'m not afraid that they col-
lect my private data’.

How did product develop till now?

Offers for special days, like mother’s day,
valentine’s day, Christmas etc. were the
most successful, because of very effective
targeting. Results of the A/B test showed
that the offer shown in the promo bar was
more effective without picture, than with
the picture. Main strategy objective is
to get as many offers as possible for dif-
ferent categories and significantly improve
targeting algorithm.
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Question about overall mental model was answered through drawing task. The question
asked was: “Could you explain the way MyOffrz work through a simple scheme or a
picture?” [33]. The model received is presented on the picture below and represent two
schemes with the data flows for OBA and MyOffrz:
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Figure 5.1: Expert mental model showing information flows in MyOffrz

The second interview was conducted with the director of engineering of MyOffrz. The
goal of this talk was to get a deeper knowledge of the technology and algorithm. Research
questions raised in the interview are listed below:

1. Is the mental model described by director of strategy aligns with the
technology foundation of the product?

2. What are inputs and outputs of the intelligent system?

3. How does algorithm work on client-side?

General results of the interview are presented in Concise answers to the research questions
are stated in the table below:
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Question Answer

Information stored in the extension on
your browser is used on your computer to
show you relevant offers. This kind of in-
formation might overlap with the one stan-
dard OBA wuses, e.g. browser use, search
queries, location, history etc. The differ-
ence is that all the analysis is done inside
the browser, which means no information
leaves user’s PC.

What are inputs and outputs of the intel-
ligent system?

The rules are defined by account man-
agers. The algorithm at the moment con-
sists of basic if-else logic. All the rules and
How does algorithm work on the client- | offers are sent to the user’s laptop and each
side? offer has a unique id. This unique id is the
only piece of data which is sent back to
Cligz for purposes of billing business part-

ners.

As a result, the conceptual model provided by director of MyOffrz was proven right. In
that sense, interview with director of engineering extended the expert mental model created
before and gave some insights about algorithm.

Additionally to interviews, short survey was conducted with other MyOffrz employees.
Three tasks were given:

1. Describe MyOffrz in 1 picture.
2. Describe MyOffrz in 2 sentences.

3. Describe MyOffrz in 3 words.

Answers to the survey form are presented in the Appendix A.

As a result, we see that MyOffrz experts have a very positive perception of the product
as they know a lot about it. From the drawings, we conclude that the value has to be
transparently communicated to the user. If perceived in the right way, offers should rather
described as offers or deals than as online advertisements.

In this way, the conclusion might be drawn that the conceptual mental model of new prod-
uct MyOffrz might be based on the mental model of OBA. However, it is very important
to alter users’'mental models towards perception of the value of the product.

To sum up, it is possible to point out several requirements for representation and explana-
tions of MyOffrz. The following guidelines were identified from expert interviews:

e As little intrusive as possible. Offers should not be annoying in any sense, should
not disturb the user and should not look like ads.

e [t has to be clear that an offer brings value to the user.
e It has to be clear no private data is collected.

e It has to come at the right moment.

e [t has to motivate the user to click.

e It has to make the user want more.
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e As little steps as possible should be done to receive the proposed benefit.

e [t should be clear it comes from Cliqz.

The explanation screens should differ for different players of the two-sided market: users
and advertisers. The explanation for users should be concise and very interactive. It should
explain the value it brings to the user, state that thanks to MyOffrz, Cliqz browser is free
and that no private data is collected to make it work. The explanation for advertisers should
be more informative, but also quite interactive. It should state the power of targeting, the
possibility to fight banner blindness and general ad haters. It should highlight safety for
advertisers due to CPA model. It should state that through this new way of advertising,
companies could build trust and positive image as no private data about the user is collected
for targeting.

In conclusion, the expert mental model is defined by the scheme created by the director of
strategy of MyOffrz. It aligns with the opinions of other experts and is extended by two
more main elements, which are algorithm, described by director of engineering and general
perception and definition defined by all the participants of the study. Perception plays a
very important role and basically defines MyOffrz as a product.

In the next chapter the current user’s mental model is defined.
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5.2 User study 1: User Mental Model

In order to be able to transform users’ mental models, it is important to first define how
they understand the product at the moment and where their model fails to reflect true
mechanism used by intelligent system.

5.2.1 Study design

After analysis of the related work and overview of EMM, there were main areas of interest
concerning users’ perception identified. There were five main research questions which had
to be answered at this stage of the research:

1. How users understand privacy? From the related work, it was discovered that
people understand data privacy differently in a way that some believe that when your
data is safe it means that no third parties are able to use the data for their analysis,
while others understand that the third parties cannot even access the data. Thereby,
the research question would be what user’s general attitude towards privacy is and
how much they are concerned about it. To answer this question the questionnaire
for Westin’s index for online privacy concerns was included as well as questions in
the form of semi-structured interview were asked.

2. How users understand information flows of MyOffrz? What is their mental
model? To answer this question the drawing task was used. After users saw an offer
during the task scenario they were asked to draw what in their opinion is "happening
behind the curtains" when the offer is shown to them.

3. Understand if offers shown in different locations are perceived differently
by the user? To find out if different locations are perceived differently thinking-out-
loud task scenarios were used, when users saw offers in two locations in a counter-
balanced manner.

4. Do they differ information flows of online ads and specifically MyOffrz?
This research question is answered by analysis of the words people use to describe
offers as well as by evaluating the mental models from drawings and comparing them
to mental models of OBA.

5. Do they trust messages Cliqz show them? Before the pre-study testing, there
was the exemplary transparency message created: Why do I see this? We don’t know
because no personal data leaves your device. Your browser automatically identifies
what you might be interested in based on your previous use. In the course of the test,
the users were asked how they understand this message and how they feel about it.

In order to find out how users currently perceive MyOffrz, User Study 1 was conducted
in the form of usability testing with task scenarios, questionnaire and semi-structured
interview. The whole script of the usability test can be found on the USB stick. The set
up was as follows. First, participants were presented with the short introduction about
Cligz, in which privacy features were emphasized. Second, they were asked to get familiar
with the browser in general. Third, users were asked to shop for coffee online and two
offers (in reward box and promo bar) were shown to them in a counter-balanced manner.
They all were asked to think-aloud and give any feedback they have about what they see
on the screen. To capture users’ mental model, they were asked to conduct a drawing task
explaining how the product works. After the usability test, short semi-structured interview
was done in order to understand their attitude towards online privacy. After the tests were
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over, participants had to fill out short questionnaire with general demographic questions
and questionnaire for Westin’s index. The questionnaire form is presented in the Appendix
B. The results for the Westin’s index were analyzed according to [17].
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Figure 5.2: How to define categories of Westin’s index [17]

Results of the questionnaire are presented in the Appendix C.

5.2.2 Participants

All the participants were recruited through LMU Infodienst service. Recruiting email is
presented in the appendix ... In total there were 13 participants aged from 20 to 60
years, 8 of them were females and 5 were males. 1 participant was invited for the pilot
test, i.e. to test the study design and see how long the whole procedure takes and what
is the best order of the tasks. The other 12 participants were presented with the offers
in different order. Half saw the offer in the reward box first, and other half saw the offer
in the promo bar first. All the participants were rewarded with either 10Euros or 1 MMI
point, depending on their own choice. The reward was always given before start of the test
to make participants feel as comfortable as possible.

One whole test took approximately 45 minutes. It was conducted on-site in the Cligz office.
All the tests were recorded, using Quick Time player. Activity on the screen and the voice
was recorded. The recorded videos and notes of the tests can be found on a USB stick.
All the mental models drawn during the tests are in the Appendix D.

5.2.3 Results

After the user tests were conducted, the results were gathered and analyzed. Across the
tests several main topics were identified. The data thereby was gathered in a table with
all those topics and overall results are available on the USB stick.

Several findings were discovered, while analyzing the received data. Some of them were
only product-related and some were contributing to scientific research. We present the
findings according to their source.
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This chapter consists of three parts: findings from usability test and interviews, findings
from the thematic analysis, and findings from the drawing task.

Usability test and interviews

We will start with describing results related to the usability of the product received from
testing and interviews.

Finding 1: Offer disappears for no reason. Users do not understand the reason why
the offer in the promo bar disappears. After the offer is triggered and shown to the user, if
there is no interaction with the banner it disappears in 40 seconds. After its disappearance,
the offer is gone completely and will not be triggered again. This seems counter-intuitive to
the user, because they might accidentally not notice it or want to see what else is presented
on the page before coming back to the offer. 7 out of 13 people did not expect the promo
bar to disappear. Participants say:

"Oh, now I'm confused! I just saw it and now it’s gone! Maybe I should reload the page to
see it again?" (User )

"It disappeared now. But how do I get it back?" (User )

Finding 2: Promo bar looks like any other ad banner. It was found out that users
perceive offer in a promo bar more as an as than the one in the reward box. 9 out of
13 participants start using word ’ad’ when they see promo bar banner or explicitly say
that offer looks like an ad. 3 out of 13 do not notice offer in promo bar at all. 3 out
of 5 participants who saw promo bar first changed their wording from ’ad’ to something
positive (‘offer’, ’deal’) after seeing reward box. 3 out of 8 people seeing reward box first
changed their wording from positive 'offer’ etc. to ’ad’ after seeing promo bar. 7 out of 13
used word ’ad’ explicitly to describe offer in promo bar. 3 out 13 said the placement in
the promo bar makes an offer look like an ad. Some quotes from participants:

"Oh! I didn’t even notice this banner here, cause it looks like all these other ads on amazon
and I tend to ignore it." (User 7)

"T don’t know what was in this banner, cause I though it was an ad and didn’t look at it."
(User )

Finding 3: Transparency message is confusing. When tested inside the Cliqz office,
the transparency message: "Why do I see this? We don’t know, because no private data
leaves your PC." received very positive feedback. Cligqz employees found it very funny and
witty. However, during the tests with the users who saw the product for the first time and
did not know anything about the product, it was perceived negatively and confusing. 8
out of 13 people had problems understanding the message and as a consequence did not
trust it. Some quotes what people said were:

"If you don’t know then who knows?"(User 1)

"This is confusing, because I thought it’s something like Google has, when you can choose
the topics you want to get ads for!” (User 9)

Finding 4: If a user goes to a specific website, she looks for a particular product.
10 out of 13 people said that if they go to the particular website, they want some product
from this website. Thereby, they would like to first explore the options from this website
and after that maybe they would look into other offers they get there. Some of the quotes
form the users were:

"I guess it’s from roastmarket. I don’t know if it’s fair to show offer of different website
on the other website." (User 12)

"It seems like it’s a particular website, which I knew before. If I go to specific website it
means I want to buy something here, so I would be disturbed by seeing an offer from another
store.”" (User 11)

Finding 5: Sometimes users just can not or do not want to care about privacy.
There were several participants, who clearly stated during the semi-structured interview
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that they know their personal data is collected online, but they can not do anything with
it, so they just do nothing. In total 7 participants out of 13 said that, although it’s not
nice that the data is collected, they either can not do anything or do not want to put
additional effort into data protection. Exemplary quotes from the users:

» ' don’t want people to have access to my private data, but now we don’t have much
choice"” (User 5)

"We are all used to it (advertising companies collecting personal data online), but I don’t
have time to think about it" (User 11)

Finding 6: Users don’t notice grey ’About’ button. The grey ’About’ button is
very hard to notice, because it’s almost the same color as the background. 8 out of 13
participants could not find it, even though were explicitly asked to search for it.

Finding 7: Users want to be informed and in control. Some of the users mentioned
that they were not informed in advance that they will get the offers, that’s why they
reacted to it as ads. For example, some users said:

"I didn’t know that I will get these offers here, could be better if you would let me know in
advance and I could choose if I want it or not. (User 9)

"What is it? How can I get more? Why there is no information about it?" (User 1)

Thematic analysis

The data received from interviews and usability tests was mostly qualitative and the deci-
sion was made to use thematic analysis as described in the chapter “Concept and Approach”.
This method was chosen, mostly because it is suitable for beginners in qualitative analysis
and fits for relatively small data sets.

The main topics extracted from the data were:

e Reaction to the offer in promo bar

e Reaction to the offer in reward box

Comments on mental models (from drawing tasks)

Reaction to seeing the offer for the second time

Reaction to offer disappearing on its own

Comments on existing explanations, i.e. transparency message and about page

Definitions of MyOffrz given by the users at the end of the test and interview

As a result of the thematic analysis there were created theme maps for the topics within
the qualitative data. Theme maps are presented on the schemes below:
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Figure 5.3: Thematic analysis for promo bar and reward box
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From this theme map, it can be concluded that the first thing people notice about the
product is design. Usually people create their own perception of a product very quickly
and it comes from the appearance, saliency and relations to other products. Usability is
another important point, that comes from how fast people can understand how the system
works and how easily they can interact with it. This map shows the first impression about
the product and also refers to interface properties of the system. This stage in general
plays a very important role in the future intention to use the product. If on this stage
users are not satisfied or confused with something, they might never come back to the
product again.

Mental model «
Storage Triggering Agent

Personalization Reason Business model

Privacy

Figure 5.4: Thematic analysis for mental models

Indifference
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The word map presented above reflects the first idea about users’ mental models. At this
point participant of the study are explicitly asked to think about how the system works
and draw their own mental model. Here, people start thinking about deeper technology
behind the product, such as process, consisting of action, storage, triggering and agent,
then Product with it’s content, goal of the company, i.e. the initial reason and business
model. Privacy also comes up at this stage. As participants were informed that the
company focuses on online privacy, they express their concern or state that with Cliqz
they feel safe, or they are not sure if it is possible to provide privacy with this kind of
product, or they simply say that they do not care about it.

Definition of MyOffrz

0 Appearance

Figure 5.5: Thematic analysis for definitions of MyOffrz

Finally, on the word map presented above, we can see representation of users’ understand-
ing of the product after they used it for some time, discussed how it might be working
and read through actual explanations. In that sense, we can see that overall idea of a
product becomes deeper after diving into the inner processes of the intelligent system. At
this stage people talk more about business model and privacy aspect, the wording changes
form the single product like: ’ad’, ’offer’; to the whole system like: ’add-on’, ’app’ etc.
Appearance is still mentioned on this stage, which means it has strong influence on users’
understanding of the product.

Finding 8: Users improve their own mental model when forced to think about
functionality of an intelligent system. By analyzing results from the thematic analysis,
it is made clear that when people are explicitly asked to think about how the system
functions, they are able to improve their own model even without additional knowledge.
It is proved by the theme maps, which show that understanding of the elements included
into the intelligent system improves with every step when participants are asked to dig
deeper into internal processes of the system.

Finding 9: First of all users react to how the product is presented. As it was
stated in the overview of the related work, perception plays an integral role in the process
of building correct mental model. Thereby, first impressions and overall reaction is very
interesting for the research as well as users’ process of thinking. It was discovered that
first reactions after seeing the offer were related to design and usability. After users were
explicitly asked to think about how the system works through the drawing task, the topics
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of algorithmic process came up as well as business goal. After seeing the transparency
message, users start mentioning privacy concerns as well. On the higher level, when asked
to give a definition for MyOffrz in general, people tended to use higher level wording, e.g.
using word ’'ad’ or ’offer’ when they saw it for the first time and using words ’platform’,
‘software’” or 'addon’, while describing MyOffrz at the end of the tests.

Drawing task

From the testing there were received 13 drawings for the mental models, they were divided
into categories according to Westin’s privacy index and analyzed. Full list of the drawings
is presented in the appendix ...

Finding 10: Fundamentalists have deeper understanding of the technology,
while Pragmatists are not concerned, because they do not completely under-
stand how the system works. Results of the drawing tasks clearly correlate with the
Westin’s category, as well as with the participants’ backgrounds. In the study of [49]
knowledge gap between privacy pragmatists and privacy fundamentalists is discussed. The
researchers state that knowledge obtained by the people will influence their privacy cate-
gory. In that sense less knowledgeable people are most of the time privacy pragmatists, as
they do not have extended knowledge about technology and online privacy in general, they
would trust intelligent systems more per se. While privacy fundamentalists are more in-
formed about related topics, they would understand better how system works and thereby
will be more concerned about online privacy. Results of our study confirm this finding.
Really, participants who are defined as privacy pragmatists are usually the ones who have
very primitive mental models. On the contrary, fundamentalists are the ones who draw
very extensive mental models and often have additional background in computer science
or hold a general interest in technology.

In that sense, by analyzing the drawing tasks, common elements of the mental models
might be defined for different categories of privacy concern.

For pragmatists, main elements include:

e Website

e Process of choice of the offer usually done by
Browser
People in the cliqz office
Undefined system
Cloud

o Keywords
e Ad/pop-up/coupon

For fundamentalists, the models are usually more detailed and include more elements. The
common elements for this category are:

e Data Base/List of offers/Classifier/Filter
e Choice of the placement

e Some kind of third-party involved: company/merchant/business partner

e PC/Browser
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As seen from these elements, they are also represented somehow easier in the drawings
done by pragmatists and more complicated in the drawings by fundamentalists. In the
picture below presented the mental model drawn by participant number 10 as an example
for Fundamentalists’ models:

Porfoar
(Amsren

Figure 5.6: Advanced mental model drawn by Fundamentalist participant number 10

This models contains a lot of advanced elements like classifier, filter, blacklist and data
base with rows, which it includes.

As an example for a simplified model drawn by pragmatists, the drawing by participant
number 12 is presented below:

Figure 5.7: Simple mental model drawn by Pragmatist participant number 12
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This model looks more creative with the curtain understood literally from the stated ques-
tion: “What do you think is happening behind the curtains when the offer is shown to
you?”. Additionally, the participant supposes that decisions about the choice of the of-
fer and its placement is done by actual people in the Cliqz office. This participant does
not have any prior knowledge about online advertising and is not in general interested in
technology.

After combining all the categories, common elements for both groups are defined as:

e Reason why the offer is shown, i.e. keyword or url

e Some kind of algorithm that makes decisions about placement and the exact offer
shown

e Some kind of data base that stores the data and offers themselves
o Offer itself

e Browser or PC

To sum up, after analyzing the results, we found out that privacy categories are related
to the knowledge users have about technology in general and specifically about intelligent
systems. However, most of the users include the same kinds of elements in their models,
which might just be represented differently. Perception is an important part of the pro-
cess of building the correct mental model. Perception is mostly influenced by design and
appearance. The more people use the system, the deeper they dive into understanding of
its core technologies.

In that sense, in this chapter the first study aimed at elicitation of users’ mental model
was described and main elements of the UMM were given.
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5.3 Target mental model

In this chapter we would like to focus on defining target mental model (TMM). TMM
represents how the mental model of the user should look like after a successful transfor-
mation. Thereby, in order to identify how mental models should be changed, let’s first
compare EMM and UMM. To structure the comparison in more ordered way, we would
use the themes defined from thematic analysis.
The table summarizing differences between two models is presented below.

Element

EMM

UMM

Perception

Experts perceive the product as a
new marketing tool and mostly see
positive sides of it. They usually
highlight features like personaliza-
tion, quality of offers, and unique
ability to connect users to the bene-
ficial information.

A lot of the users perceive offers
as ads, thereby problems appear re-
lated to saliency and first reaction.
For example, people perceiving an
offer as an ad tend to close it be-
fore they even realized that it had
beneficial content.

Usability

Experts mostly mention precise tar-
geting as the biggest usability treat
for the users and risk-free payment
model for partner companies.

For users usability mostly contains
interactions and intelligibility. They
strive for the system which is easy to
understand and easy to use, thereby
as soon as they face some prob-
lems of misunderstanding they be-
come confused and feel more nega-
tive about the whole product.

Design

Design in the opinion of experts has
to be aligned with Cliqz corporate
design in order to make it clear
where offers come from.

User’s feedback on design is more
general and mostly related to ap-
pearance and placements.

Process

Obviously, experts have a deep
knowledge of how the system works
with all the details about algorithm.
When asked to explain it in short
and simple words they focus on the
differences between OBA and My-
Offrz. In other words, the algorithm
itself is kind of a black box, but the
data flows are explained in detail as
that is where most differences come
from.

When users are asked about the
way offers work they usually base
their assumptions on what they al-
ready know about OBA. Generally,
their explanations have several main
parts, which include:

e Triggering (through webpage
or keyword)

e Storage (the place where offers
and keywords stored)

e Algorithm (which most of the
time is a black box)

Sometimes they also would include
business agents.

Agent

Expert view on the agent is clear.
It has to be obvious that the offers
come from Cliqz browser.

Users sometimes were unsure where
the offer comes from and apart from
Cligz browser were relating it to the
websites they were at or other search
engines.

37




5 WHAT TO EXPLAIN?

The data is not collected and not
stored anywhere. There is a pack-
age with offers and triggering rules, .
. . . Users usually mention idea about
that is sent to the client side, where . .
. , | storage: it might be a database or
all the analysis is done on the user’s ) . .
Storage . a list. However, it usually exists
laptop. = However, there is data .
. separately from their computers or
about usage and confirmation of .
. search engines.
purchases, which sent through proxy
server to Cligz in order to bill the
business partners.
E highlight i f My-
xperts highlig jclmportance.o Y™ | Some of the users don’t care about
Offrz for the Cligz browser in gen- .
. . . business strategy, although there are
Business eral. For Cliqz, MyOffrz is a mone- .
S . also ones who are aware of it and
goal tization strategy, which means that . .
. . . . point out themselves that this is a
it allows to them deliver high-quality
way to make the browser free.
product for free.
Users understand content differ-
ently, depending on the perception
Experts point out a clear values of | of the offer. In case they see it as
offers for the user. At the same time | an ad, they assume by default that
they also differ types of benefits user | it contains only advertising. Appar-
Content get: it might be a discount, a system | ently, when users pay more atten-
that helps to make a better decision | tion to the content, they notice that
or offering of just offering something | an offer has some benefit for them.
on top of what user already wanted. | In that case, they mention beneficial
content in their definition of MyOf-
frz.
Users mention privacy mostly after
they had some information about it
fore. h 1
Experts put privacy very high on the before S.O they would b.e concerned
. o about privacy, because it was men-
scale of importance. As it is one | . L
. . tioned to them before that Cliqz is a
Privacy of the main company values, they . .
. 1. . private browser or after seeing trans-
highlight that offers are private ev-
. . parency message. When they read
ery time they explain MyOffrz. . i
explanation screens, they sometimes
don’t believe it as they don’t under-
stand the technology.

In this respect, it can be concluded that the process itself is the biggest uncertainty for
the user and the model of experts and users differs the most here. At the same time, as
it was stated in the research, algorithmic transparency is very important for all intelligent
systems, hence that’s the topic that has to be explained in detail. Storage is another point
that differs a lot in two mental models. Storage is a topic closely related to privacy, as it’s
a way to assure online privacy, and to process, as it is part of the algorithm. Privacy itself
should be included into process of transformation, because it is part of company vision and
can not only make the intelligent system more transparent, but also help to create trust in
the product and brand in general. Perception is another crucial point in the explanations
as mostly, the continuation of the use of a product depends on the first impression. In
case when the user does not perceive offer as something valuable, she might not even pay
much attention to it, hence close the offer right away or ignore it without looking into the
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content. While experts mostly think of offers as something valuable and beneficial, users
often think of it as an annoying ad. That partly happens because of the appearance of
the banners, that is very similar to online advertising. There is a significant gap between
perception of experts and users, that also has to be addressed in the process of mental
model transformation. Instead of an ad, people should think of it as something beneficial,
e.g. 'shopping-assistant’, ’offer’ or even ’friend’.
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5.3.1 Post-study: So, what to explain?

Through analyzing different kinds of mental models, we found a lot of elements that have
to be explained. But, normally explanations as well as privacy notices have to be as concise
as possible [1]. Then how can we decide which elements to include? Which ones are the
most important?

To answer these questions, the decision was made to conduct a short additional study.
The study design was as follows. Participants of the previous test were presented with
the list of elements of target mental model via email. They were asked to choose five of
them and rank them according to how interesting and how important these elements are
personally for them. Full email with the task is given in the Appendix E. Participants
were the same people who took part in the previous test. Participation in this test was
voluntary, hence people chose themselves if they want to answer or not and they were not
rewarded with anything.

To make elements clearer they were transformed into questions with short explanations.
One element - "Process" was divided into smaller items due to information received from
expert interviews, that is: ’Algorithm’, "Data flows’, ’Agent’, ’Proxy server’ and ’Storage’.
All the questions and explanations are presented in the list below:

All the information items are presented below:

1. What is MyOffrz? ? Defining offers and explicitly identifying what value you will
get from it, e.g. deal, discount etc.

2. How to use MyOffrz? ? Mainly explaining how you can interact with offers, e.g.
how to copy the code, how to trigger offers or how to close it.

3. Where can you see MyOffrz? ? How and why you see offers in a pop-up or a
banner.

4. Algorithm? ? How every offer is chosen for you, e.g. you have a coffee deal, because
you looked for 7buy coffee? on google.

5. Data flows? 7?7 How the confirmation that you used an offer is sent, where is it
stored and how is it used.

6. Proxy server? 7 How does the proxy server work, how does it assure complete
privacy.

7. Agent? ? Where does an offer come from, how it was found and how the terms of
the deal were negotiated.

8. Storage? ? Where are the offers stored and where does the analysis happen.

9. Business goal? ? Why do we show it you, how do we earn money with offers and
what we use this money for.

10. Privacy? ? Detailed explanation on how we assure your privacy.

In total, out of 13 people participated in the initial test, 9 responded to the additional
study. In the table below, results of the study are presented:
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Participant | 1 2 3 4 | S| 6 7 8 9 1011 12 |13
Item

1 | 1 1 1 | B 1
2 4 2 2 S
3 5 3 3
4 2 5 5 2 b
5 4 4 |12 3 4 5
6 3 3 2
7 3 2 4
8 - 3 + 4
9 R 1 B 3 ) 3
10 3 2 2 S 1 1 5 1 2

Figure 5.8: Results of the post-study

In that sense, the rank was created with five top elements:

1. What is MyOffrz? - the value for a user

2. Privacy? - detailed explanation on how we assure your privacy.
3. Business goal? - why the money are needed.

4. Data flows? - how and where the data is sent.

5. Algorithm? - logic behind the intelligent system.

To sum up, in this section, elements that have to be explained were identified as well as their
ranking according to the importance for the user. By conducting additional study with
the ranking task, we already started using user-centered design process by directly asking
the user what they want to be explained. In the next section, design for the explanation
screens will be defined and created.
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6 How to explain?

This part of the work concentrates on answering the question: “How to explain?”. The
framework for process of changing mental models is defined and explanation screens are
designed and evaluated through user-centered design process.

This section is structured as follows. Firstly, the framework for explanations of intelligent
systems is defined. Secondly, the concept for explanations is created. Thirdly, several
iterations are conducted to define final design.

6.1 Framework: changing mental models for intelligent systems

As a foundation for a framework for the process of explanations of intelligent systems
was taken the model of trust in electronic commerce described in the related work before
[41]. These steps were proven to be relevant for explanations of intelligent systems and
specifically online advertising products.

From the first study, qualitative data proving that the steps, described in the model are
applicable to explanations as well was received. The steps are: pre-interactional filters,
interface properties and informational content. Examples of the quotes that participants
said:

1. Pre-interactional filters:
“Oh I didn’t expect this to happen” (Userl)
“This was a surprise for me, because I wasn’t warned about this feature before”
(Userll)

2. Interface properties:

“I closed this pop-up, because it just looks like any other ad” aa(User9)

“The placement and picture makes it look like an ad and I usually ignore ads” (Userd)

3. Informational content:

“I think it’s great to know that my personal data is safe and they should inform me
about it” (Userd)

“We don’t know — something I wouldn’t expect from the company, they should know

(UserT)
Thereby, some assumptions we can make from users’ feedback are:

1. People want to be informed beforehand that they will get notifications/pop-ups/ads
etc. Supported by Finding 7.

2. First impression of design and interface properties define users’ behaviors and attitude
towards the product. Hence, if offer looks like an ad, they will close it or ignore it if
they do not like ads in general. Supported by Finding 9.

3. Users want to have explanations and be informed not only about how the system
works, but also about how the company actually earns money, how it keeps the values
and promises etc. Partly supported by Finding 7.

Thereby, it is possible to match elements of the trust model to elements of explanations

of the intelligent systems. Firstly, people get informed about the new product and start
creating their own mental model through pre-interactional filters. It might be social media,
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friends’ recommendations or on boarding process, when they just start using the product.
Secondly, the interface properties, such as design and appearance define how users react
when the first face the intelligent system at work. Thirdly, informational content is per-
ceived when previous stages were able to make the user interested in the product and,
hence, learn more about it through actual content.
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6.2 Scope and Concept

As the scope of presented work is limited, it has to be focused on one of the stages of
the framework. The decision is made to focus on the last stage, informational content.
The main reason is that the goal of this thesis is to change users’ mental models and
according to the research this is possible through explanations, which directly confront the
mental model users formed themselves [32]. Second reason is that by the time users come to
informational content, they already have some kind of mental model which can be confirmed
or disproved. In that sense, first two stages form the initial mental model, but mostly are
based on users’ prior knowledge. Thereby, by the time users come to explanations, they
have already formed an initial mental model. In that sense, explanations are the final step
and the last chance to correct users’ mental models. Thirdly, the explanation screens have
more space for creativity and allow to find fourth-rate solution.

After making decisions about the focus of the thesis, there was a design brainstorming
conducted with the UX-specialists from the company. During this brainstorming session,
concept based on laddering technique was developed. Laddering is mostly used and known
as a technique for conducting in-depth interviews [50]. The idea is that interviewee is asked
to first identify some special attributes of a product, and then consequently is asked several
“Why”-questions to define initial motivation and attitude towards product attributes, the
process is fully described in a work of [51]. We decided to use this “why”-approach for our
explanation screens as well. Users will be guided through different levels of explanations,
that will explain one or two topics about the product. Although laddering is used in many
different fields of research, it is not that popular yet in product development. Levels are
defined as the ranks from the post-study. Some input is also taken from the related work
about explanation screens. The concept of W-questions used in the design is called "W-
onion" approach. Just like levels in the onion it reveals different themes for explanation of
the intelligent system.

The following section describes the whole design process in detail.
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6 HOW TO EXPLAIN?

6.3 Design

After defining the concept and exploring options for explanation screens, first iterations
were made. The laddering concept applied towards explanation screens was called "W-
onion" approach, as by answering W-questions it explained deeper layers of the mental
model just like layers in an onion.

6.3.1 Design space

The design was done according to user-centered design approach. The prototype was
developed in an iterative manner and tested after every iteration. There were several testers
for intermediate evaluation, who were mainly recruited in the Cliqz office. Additionally,
we conducted several brainstorming sessions with designers and UX specialists.

Before the start of actual development, we had to make several important decisions.
Firstly, there were two options for representation of the explanations: textual or visual.
Thereby, we started with creating two paper prototypes for this options, which are pre-
sented on the pictures below.

Paper prototypes were created for both representations and they are presented below.
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b) Prototype with schematic explana-
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(a) Prototype with plain text explana- (

tions

Figure 6.1: First paper prototypes

As a result of short feedback from the users we found out that plain text explanations were
a bit too long and sometimes too boring to read. At the same time schematic explanations
were nice to look at, but not always clear, e.g. users could not understand what kind of
data is actually sent and how does the proxy server work. Participants stated a preference
to have mixed explanations, where images would be supported by a short text to make it
as transparent as possible.

We decided to combine imagistic and textual approach and create explanations that contain
both. This kind of design is also supported by related work, such as [32|. By implementing
schematic elements, we can easily contradict users’ erroneous mental models, while by
including text elements, we can reach a higher level of transparency.

45



6 HOW TO EXPLAIN?

We did several iterations to test content and especially wording and through this iterative
process we came up with the final prototype in Word.

1. Value

You are in Myoffrz hub! Here we try to offer you the best deals from our business partners
on something that is interesting for you, such as: discounts, coupons, comparison tools etc.

2. Privacy

At Cligz we value privacy a lot!
We make sure your private data is completely safe and never leaves your PC.

3. Business goal
As you know, our products: browser, search engine and Ghostery are completely free of
charge. That’s why we need offers to support our daily operations and keep Cligz up and

running.

4. Data flows

_ Offers
000 -
< Rules
Confirmation —— —————»
Browser on your PC Cligz

5. Algorithm

Did you look for a
related query or
went to the website
with related topic?

NO

Did we already
show you an offer
from this topic?

Don't show offer

Don't show offer,

Show you an offer! but keep it in the
reward box

Figure 6.2: Paper prototype with graphic explanations

Next question to answer is where to place the call-to-action button. We mocked four
options for the call-to-action button, shown on the picture below.
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Figure 6.3: Option for placement of the call-to-action button

We showed these mock-ups to the people in the office in order to get quick feedback from
them. We recruited different kind of employees, including designers and UX researchers.
We asked them two questions: Which screen do you like the most? Which placement in
your opinion will be the most noticeable?

As a result of a study 3 people voted for option 1, 0 people voted for option 2, 5 people
voted for option 3 and 1 person voted for option 4. In that sense 3rd option was a leader and
it was decided to combine it with option one. It was decided to present the explanations
inside the reward box and present levels on different screens through which users can click
through. In that sense, the option 3 was the first step of the user flow and at the second
step we were presenting option 1, which was already matched to the value topic. We
decided to situate call-to-action button not at the bottom of the window how it it don in
the option 3, but on top of the reward box. This small change allowed us to make the
button more noticeable and recognizable.

Now we have all the content we need ready for development of the prototype and we know
where to place the call-to-action button. Still there is one more question to answer: how
to present the explanations?

We have two main options. We could create a separate page with the instructions or
we could present it in the existing Ul. As we wanted to give the user easiest access to
explanations we decided to present them in the existing UI and give users choose themselves
if they want to go through them and how deep they want to dive into different levels. Our
idea was to use W-onion approach to structure different themes we want to address, thereby
we decided to present it in the reward box on different screens.

The concept we used at the end is presented in the paper-version below:
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Figure 6.4: Concept for levels of the W-onion approach

In that sense we used W-onion approach to structure the explanations into levels. Each
screen is dedicated to a certain level and topic of the explanation. We decided to situate
call-to-action button on top of the window and use combined text and image explanations.
We have 5 main levels of the W-onion approach.

1.

2.

5.

What? - product level, explaining what kind of offers user will see here.

How? - privacy level, describing how Cliqz supports its company values in this
particular product. This level is also aimed to create more trust and assure the user
that he is safe.

Why? - business goal level, which explains that company does it because it needs
money to support it’s daily operations.

How it works? - data flows level, showing what kind of data is exchanged and how
it is done.

What if? - algorithm level, which shows which events led to which kind of result.

On the first step we created a clickable prototype in InVision. On the later stages we
decided to use Principle to create high fidelity prototype. Later on we will only describe
iterations done in Principle.

During the iterative design process we decided to combine screen 2 and 3 into one. In the
next chapter we will shortly describe 4 main screens included in the final prototype and
will show the main changes we did to the texts and design.
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6 HOW TO EXPLAIN?

6.3.2 Screen 1

First screen of the prototype was dedicated to the value of the product. It was very
important to first show the user what they could get out of it and why they should user
the product.

The process of improvement of the first screen is shown on the pictures below:

vy @ |

MyOffrz T

What do | see here?

’ |
(a) First iteration

(b) Second iteration i
(c) Third iteration

Figure 6.5: Evolution of the prototypes for the first screen

Changes on the first screen were mostly related to changes in the design and appearance
of the whole prototype. We changed the color of the text to be easier to read, as well as
the look and feel of the back and forth buttons.

One major change was the question in the title of the screen. We tested the prototype
without any title, but it was a little bit unstructured as users were not right away informed
what kind of information they are getting. Screen also looked better when it had a title.
In that sense it was decide to add questions in the title of every screen. Firstly, we tried to
fit everything under why-questions, however the content presented on the screen did not
always matched the question right. After all, we decided to change the question to "What
do I see here?". This decision was also partly made, because in the initial transparency
message we had the same question and it would be easier for the users who already saw it
to adapt to a new version.
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6.3.3 Screen 2

Initially the second screen was supposed to explain the business goal of MyOffrz. From
User Study 1 we found out that people were very interested in why Cliqz needs money and
how to earn them with MyOffrz.

Through iterative process, we discovered that users prefer to have their explanations as
short as possible and going through 5 screens was a little too much for them. For that
reason we decided to combine the second and the third screens. Screen 3 was supposed to
explain privacy policy at MyOffrz. Privacy was an important part of the explanations as it
is the main company value and the most important selling point of the Cliqz browser. From
related work, we also found out that highlighting the company values in the explanations
creates more user trust towards the product [52]. Hence, we needed a sentence to assure
personal privacy from Cliqz and make users understand although it was already a slightly
different product, the values supported by Cliqz will be also assured in MyOffrz. Thereby,
we combined screen 2 and 3 in order to shorten the explanations, but we kept all the
necessary content.

Through several iterations of user-centered design process we improved the wording. We
also divided the text into two sentences, because that way it was easier for the user to
perceive the information.

Three iterations of the design for the second screen are presented on the pictures below.

-~QF r .

MyOffrz T N
Why does Cliqz do it?

Our products are completely
free of charge and we need
offerstos

port our daily

operations

t As a privacy-preserving
company we make sure your
data is safe and never leaves

your PC

(a) First iteration
(b) Second iteration

(¢) Third iteration

Figure 6.6: Evolution of the prototypes for the second screen
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6.3.4 Screen 3

The third screen was meant to explain data flows happening inside MyOffrz. It was an
important part of the design as it explained the technology standing behind the system
that worked in a similar way as OBA, but was preserving online privacy of the user.

The three iterations for the third screen are presented on the pictures below:
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How does it work?

)| Sars, ad
anies collect your data
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o
When an offer is used, Y

- o ors & FhAu : anonymous data is sent
'
U [ =
. ol

(a) First iteration

(b) Second iteration il

(¢) Third iteration

Figure 6.7: Evolution of the prototypes for the third screen

This part consists of both text and a scheme. We have to be very careful with designing this
combined approach for the explanations. It should not be overloaded with the text, but
at the same time should perfectly explain what user sees on the picture. The same can be
derived about the scheme as well. It should be very clear and consist of as little number of
the elements as possible, although explain the main idea. We decided to base explanation
on the comparison of two systems which are often mixed up by the user: normal OBA and
MyOffrz.

On the first stage we tried to make the screen more interactive and created an animation:
when user hovers over the schemes, the private data flows move and show how they go in
MyOffrz in comparison with OBA. At the second stage we turned this idea down, because
it was not intuitive for the users to hover on the screen and they also were not able to have
both schemes at the same time to properly compare them.

After the second iteration, we discovered that two arrows on the scheme about MyOffrz
are quite confusing for users and because of them users don’t understand what kind of
data is sent first and last. In that sense for the final prototype we eliminated one of the
arrows, although we kept information about the signal that is sent back in the text.
Through iterations, we additionally tried to improve the appearance of the schemes. As
they consist of several elements, sometimes it seems a little overloaded. That is why we
tried to eliminate as many elements as possible and refined the final schemes to look neat.
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6.3.5 Screen 4

The last screen aimed to explain how the underlying algorithm works to the user in a
straight-forward way. On the first stage we used approach of a decision tree, however we
realized that in the window we use for explanations it is very hard to read through the whole
tree. Thereby, we decided to go for another approach with some gamification element. We
designed a quiz, which users were able to take and go through different options as many
times as they want.

The iterations for the fourth screen are presented on the pictures below:

MyOffrz Aot Test the rules!

Cliqz automatically identifies
what you might be interested
in based on your use of the
browser

Try out how it works!

il Didyougotoa
website? website related

to cars?

(a) First iteration

(b) Second iteration 3 () Feedbect

(¢) Third iteration

Figure 6.8: Evolution of the prototypes for the fourth screen

The concept of the quiz for explanation of the algorithm helped us to not only to make the
process more entertaining and interactive, but also to answer important questions derived
from the related work. From [43] we found out that "why?" and "why not?" explanations
are the most important. By introducing the quiz, we allowed users to see by themselves
what will happen when they do some particular actions in the interface.

One important change we have made through the iteration was redefinition of the questions,
as some of them turned out to be not as transparent as it seemed. For example, second
question was: "Did you see the car-related offer before?". Users could not understand if
the offer meant was the one they just saw or some other offer they were supposed to see
in the past. Thereby, we changed this question into: "Did you see car-related offer before
this one?". That made the process more transparent and made people think less on the
answers.
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6.3.6 Final prototype

Using user centered design process we iterated on our Principle prototype. In this chapter
we present the final prototype and list some of the findings that helped us to improve the
protitype after the first and the second iterations.

Findings discovered after the first iteration were:

e Back and forth buttons are not visible.
e Some texts are not at the same levels.
e The progression line was not intuitive for desktop version, it’s a better fit for mobile.

e On the data flows schemes, it is not intuitive enough that you have to hover to see
the change of the arrows.

e Screen with the data flows is too overloaded with information. It is also not that easy
to compare OBA and MyOffrz, because the schemes are never presented together on
the screen.

At this point the prototype was tested with 4 users recruited through LMU Infodienst ser-
vice. There were 2 males and 2 females aged 24-27 years. There were several obvious flaws
in the prototype, that were changed after another session with the Ul and UX designers:

e Users did not correctly perceived the arrows on the scheme with the data flows.
e Users did not know how to close the screens.
e Back and forth button were not noticeable.

e Second and third screen were kind of with the same topic and participants said they
will prefer to have less screens.

e The second question in the algorithm quiz was not clear: participants could not
understand if the offer they just saw now is meant or the other one even before the
current one.

e Every screen has different amount of text and thereby, centering in the middle was
not percieved well.

e Design wise color of the text was not consistent with the rest of the interface.

As a result the prototype was improved and the final version which was evaluated later on
is presented on the picture below:
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Figure 6.9: Final prototype used for the evaluation

Figure 6.10: Test the rules quiz in the final prototype

As a result, through several iterations of user-centered design process, the high fidelity
prototype was developed. It is based on developed earlier "W-onion" approach, includes
elements of gamification to engage the user more and contains both text and graphic
explanations combined, which were proved to be the most effective in the related work. In
the next chapter the evaluation of the final prototype will be conducted through a User
Study 2, which is similar to the one done in the first step of the research.
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7 User Study 2: Evaluation

In this chapter the final prototype was tested and evaluated. Usability testing was used as
a method for the final study. Study design was similar to the one conducted in the first
part of the work, the full study design is presented available on the USB stick.

7.1 Study design

The goal was to make a study as similar as possible to the pre-study in order to keep
the structure clear. Hence, we used the same methods to answer research questions and
analyze the results.

In general, the study consisted of 3 parts. First was a think-aloud task with the offer
represented this time only in the reward box. After that users were presented with the
prototype and were asked to go through the explanation screens. Participants were asked to
draw their mental model two times: after they first saw the offer and after they read through
explanation screens. After the test was over they had to fill out the same questionnaire
from the first study to define Westin’s privacy attitude category.

Main research questions that had to be answered in the test were:

1. How does mental model change after people see explanations?
2. How deep do they go into explanation screens?
3. How correct are users’ mental models after explanations?

4. What is their attitude towards online privacy? (through Westin’s index)

7.2 Participants

Participants were recruited through LMU Infodienst service and Facebook. In total, 19
people took part in the final evaluation study aged 18-39 years old. Out of them 11 were
females and 8 were males. Out of 19 people, 6 were Fundamentalists, 2 were Unconcerned
and the other 11 were Pragmatists. After the first 4 tests we had to slightly alter the
prototype, because we found some obvious usability issues, e.g. the back and forth button
was not intuitive enough out that the scheme with 2 arrows is not intuitive for the user
and the prototype was slightly changed.

The whole test took on average around 30 minutes. It was conducted in the Cliqz office
and the set up was similar to the first study. Participants got 5 Euros for a test. The
money was given to them before the test started to make them feel more comfortable and
relaxed.

7.3 Results

Overall results of the test with videos and notes can be found on the USB stick. Drawings
of the mental models are presented in the Appendix D.

The results are presented in a similar way to the User Study 1 and will cover findings from
usability tests together with interviews, thematic analysis and drawing task.

Usability test and interviews

Finding 1/previously Finding 4: If user goes to a specific website, she looks for
a particular product. Half of the participants said that if they are going to a particular
website, they want to buy something specifically there. Couple of quotes are:
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"If I go to a website, then I know for sure what I want and these ads are annoying!" (User
1)

"If I look for something specific, I would want to see it first and maybe after I would be
interested in looking at other options” (Users 10)

Finding 2/previously Finding 7: Users want to be informed and in control. 12
participants out of 19 pointed out that they would be less annoyed if they would have been
informed about offers in advance or asked if they want to get it or not. Exemplary quotes
are:

"This is something unexpected for me! Because it is something I didn’t ask for in advance”
(User 2)

"I expect that I can configure the rules somehow, because I like to control types of ads I
get." (User 9)

Finding 3: Gamification of the explanation of the algorithm is entertaining.
Users reacted very positively to the last screen with the short quiz about triggering rules.
12 out of 19 participants said that the quiz to learn more about the rules is cool. 5
participants went back to the quiz start several times and tried all the possible options.
They said:

"This questionnaire is kinda funny! I find it very cool!” (User 5)

"I like that they explain why they show this offer. And these interactions on the last screen
are nice and very clear.”" (User 6)

Finding 4: Users prefer screens containing more than just plain text. All 19
users said that they liked either screen 3 or 4 the most out of all of them. Users’ quotes
were:

"I really like the concept used on the 4th screen! It was funny and I would say it’s my
favorite!” (User 2)

"I am very visual person and I understand schematic explanations better, that’s why screen
3 was my favorite! (User 16)

Thematic analysis

The data received from the usability testing and interviews was again analyzed using
thematic analysis as was described in the chapter "Concept and Approach" and used for
the first User Study.

As a result of the thematic analysis, two theme maps were created: about seeing the offer
and about the prototype with the explanation screens.
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MyOffrz
CoHICHICE

Figure 7.1: Thematic analysis for first impression about MyOffrz

As seen from the scheme, main topics users touch after seeing MyOffrz for the first time
are benefit, Usability, Perception, Relevancy and Relation.

Users understand benefit that offers bring to them from variety, exclusivity and reliability.
That is firstly if the user has a choice and if he is presented with the proper number of
offers. Secondly, if the offer is exclusive and can not be found anywhere else. Thirdly, if
the offer is reliable, which is understood by the user as the offer being truly the best on
the Internet.

Perception plays a very important role as it helps the user to notice the offer on the first
place. The design as well is an important part as it forms the first impression of the product
and gives a foundation to form the first mental model.

Usability is firstly defined by how well people understand in what way they have to interact
with the system. Secondly, it is important for the system to meet users’ expectations.
Thirdly, the interactions with the system should be intuitive and enjoyable.

In the specific case of offers, relevancy is an important issue. In order to catch user’s
attention it is vital that targeting works properly and the offer is shown at the right time.
Relation comes up in the topic as well. Which means users still do not completely under-
stand when the offers come from.
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Figure 7.2: Thematic analysis for first impression about MyOffrz

The theme map presented above describes users reaction towards prototype with the ex-
planation screens. The themes appearing in this research are: feelings, usability, content
quality and Intention.

When users go through explanations they have different feelings they like. They are having
fun by explanations with visuals and gamification elements. They feel more safe after the
screen describing privacy policy and they like to feel in control about what kind of offers
they are getting.

As it is an informational content its quality is quite important. It has to be easy to
remember what was explained, the information given has to be concise and complete.
Intention of the user, which might be to go through all the screens or close them at some
point is formed by attractiveness and transparency of the user interface.

Drawing task

Finding 5: Final mental model is either presented by data flows or decision
tree from the explanations. As there were two visual representations of how the system
works, users were refining their mental models based on either scheme of the data flows or
the algorithm decision tree. Thereby, in all cases the mental model improved after users
were presented with the explanations.
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Figure 7.3: Mental model imitating scheme of the data flows from the explanations
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Figure 7.4: Mental model imitating scheme of the algorithm decision tree from the expla-
nations

Finding 6: Users are interested to see all the screens. 10 out of 15 users said that
they would go through all the screens. The other 5 said they would close it after the first
one because:

“I would stop at the first screen, because I didn’t notice the arrows to go back and fourth.”
(User 15)

“I am not that interested in this information, so I would either not click on this button at
all or I would close the explanations after the first screen” (User 14)

Finding 7: It is easier to improve already correct mental model, than trans-
form a completely wrong one. By looking at the drawings of the mental models it
is possible to notice that the correctness of the transformed models depends on the level
of correctness of the initially defined mental model. Thereby, all the models improved
through the explanation screens, but not all of them were completely correct at the end.
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It is interesting to point out that some of the participants did not pay enough attention
to the text. Although they have read all of them, they did not always perceived the idea

about data flows in a right way.
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Figure 7.5: Mental models drawn by the User 10

On the drawing above transformation of a mental model of a Pragmatist is presented. The
one of the most important points of explanations is privacy. It is very important that user
realizes that the data is processed on the computer of the user. In that sense this model
is a perfect example of efficiency of the explanations. Although the participant does not
bear any deep knowledge about technology, she realizes that all the analysis is happening
inside the browser. The participant schematically shows it by drawing screen edges around
the decision tree of an algorithm.
S |
i
I

(a) Fundamentalist mental model of User 16 (b) Fundamentalist mental model of User 16
before seeing the explanations after seeing the explanations

Figure 7.6: Mental models drawn by the User 16

The presented above model is a good example of mental model transformation. As the
participant was very tech savvy and had a lot of prior knowledge about intelligent systems
in general (she studies computer science), she adopted new knowledge easier and faster.
The model was very precise initially, however after explanations she acquired additional
information about the algorithm and technology. Schematically on the second drawing,
Cligz team is shown separately from the system, which emphasizes privacy aspect and
reflects how the data flows work. This model proves effectiveness of the explanation screens.
Finding 8/previously Finding 10: Fundamentalists have deeper understand-
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ing of the technology, while Pragmatists are not concerned, because they do
not completely understand how the system works. Westin’s index questionnaire
confirmed results received in the first study and proved that Fundamentalists in general
have more detailed models and deeper knowledge about technology. Pragmatists are less
informed about intelligent systems and technology in general, thereby they are less con-
cerned about privacy.

61



62

7 USER STUDY 2: EVALUATION



8 DISCUSSION

8 Discussion

In the course of work on the presented thesis, several findings were discovered. Some of
them were product-related and thereby benefited by improving usability and design of the
intelligent system MyOffrz. Product-related findings and its implementation include:

1. Offer should not disappear without any informing message.

Currently MyOffrz does not disappear on its own and if the user really does not want
to see it, she has to explicitly close it.

2. Promo bar looks like any other ad.

Most of the offers are moved from promo bar location into reward box.

3. Transparency message is confusing.

The project on implementing transparency message was stopped. Currently the Ul
designers team is working on developing the on-boarding. It is planned to implement
the prototype presented in this thesis in the future.

4. Users do not notice grey ’About’ button.

The ’About’ button was taken away from the UI. Currently, users can find more
information about the product in the help center.

5. Users want to be informed and in control.

The UI designers team is currently working on the new on-boarding, where users will
be informed about MyOffrz and will have a choice to opt it out.

Several scientific findings were discovered as well. Firstly, the theory about Westin’s privacy
index was confirmed by both studies and showed a clear tendency for the Fundamentalists
to be better informed about technology and Pragmatists having limited knowledge about
intelligent systems. This means that Pragmatists are not concerned about privacy for the
reason that they don’t completely understand how intelligent systems work.

Secondly, the framework for the process of changing mental models of intelligent systems
was developed. Framework consists of 3 stages: on-boarding or/and social media, user
interface and explanation screens. These steps can be applied to any other intelligent
system that is new and unknown for the users. By using these three stages it is possible
to create more trust in the intelligent system and develop the right mental model.
Thirdly, as a result of the usability testing, there were defined several general tendencies
in the use of MyOffrz, which can be transferred to other intelligent systems as well. For
example, users tend to prefer explanations that combine several approaches, such as text
and visual representation. Users also prefer to have some gamification elements in the
explanations.

Additionally, it is discovered that if users are forced to think about what is happening
behind the curtains of a particular system, they tend to build better mental models, even
though sometimes it is very hard for them to even imagine what is happening in the black
box.

Moreover, design properties have proved to play an important role in the understanding
of a product. First impression of the Ul basically defines users behavior and it is very
important to catch their attention with the design first.

It is also important to mention that users are first of all humans and they like to be in
control. Thereby, it is important to give a choice to the people who use the product and
make them feel like they have complete information and can influence the results at any
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time. Although user choice is often hard to implement, it has a clear potential to make
the product more enjoyable and catchy.
In conclusion, the product-related finding of the current work are valuable and were already
partly implemented. More general results can be applied to other novel intelligent system
with some adjustments. Scientific results did confirm the prior research on intelligent
systems and online privacy perception.
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9 Limitations

In the course of work, the goal was reached and the way to transform erroneous mental
models was found. However, it is important to point out several limitations of the research.
First of all, the amount of participants cannot be used for statistical analysis as the number
of users who took part in the final evaluation does not reach n=30 needed to apply normal
distribution. Thereby, the data and results received can only be used for qualitative analysis
and describe tendencies in user behaviour.

Secondly, the product used in the presented work is very specific. And although findings
can be generalized to other intelligent systems, it has to be done with caution. In case of
applying results to other products, peculiarities of those products have to be taken into
account and additional research has to be done in advance.

It is also very important to point out that mental models is a very fragile concept in
human-computer interaction science. It is often hard to elicit completely accurate mental
model, because sometimes humans themselves can not understand what exactly they are
thinking. Hence, we have to count for some level of inaccuracy in the approach for mental
model elicitation.

It is worth mentioning that in best practices of user experience, it is supposed that usability
testing cannot be conducted by the same person who developed the prototype. However,
for the reason of lack of the resources in the current research prototype design and usability
testing was done by the same person.

All the participants for the studies were recruited through LMU Infodienst service or/and
Facebook. It can be thereby derived that the target group used in the research is somehow
specific. All the participants are people who already have or currently pursuing higher
education degree, they are on average more informed about technology than others and all
live in Munich, a very developed and highly innovative European city. This target group
fits well to the Cliqz product as most of the Cliqz users are highly educated, interested in
technology and thereby privacy concerned. At the same time, sets of participants might
not be generalized to other products with different target groups.

The prototype itself is developed specifically for MyOffrz. It means that the information
items and their rankings is developed according to the specific functionality and technology
used in the product. It means that in case the framework and concept is applied for other
products, information items have to be defined separately and specifically for that product.
In conclusion, although there are some limitations of the presented work, the results hold
high practical value and might be applied to other similar products with similar target
groups. Additionally, the developed design will be used for MyOffrz in future and the
presented research proves that it can effectively correct users’ mental models.
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10 CONCLUSION

10 Conclusion

The main objective of this master thesis was to find a way to correct users’ mental models
about MyOffrz—an intelligent advertisement system. MyOffrz is a novel system which
from the users’ point of view works as OBA, but in fact is based on a different technology.
As a result of the conducted work, the prototype with 4 explanation screens was developed
and tested through an iterative user-centered design process. The goal was reached and
final evaluation proved that the users’ mental models change after they read explanations.
Additionally, in the course of work, the framework for changing mental models of intelligent
systems was defined and supported by findings from the qualitative analysis.

All the tasks defined before the research were successfully completed:

e Related work was found and analyzed

e The current mental models of the users about ad systems and in particular MyOffrz
were defined through literature research and User Study 1

e Different concepts for transparency were explored as well as different ways to explain
privacy in an intelligent system

e The User Study 2 was conducted in order to evaluate the final prototype and the
proposed concept for transparency communication

Through analyzing related literature, we chose a participatory design framework to firstly
find out what mental model users currently have and then discover how the system has to
be designed in order to educate users and correct their mental models.

In order to find what should be explained, we have conducted User Study 1 and identified
that there are specific information items that has to be included in explanations. We
conducted a short post-study and defined ranking of the items as presented below:

1. Value

2. Privacy

3. Business goal
4. Data flows

5. Algorithm

After literature research and pre-studies, we have defined the framework for changing
mental models of intelligent systems, which consists of pre-interactions, interface properties
and informational content. We decided to focus on the informational content and develop
explanation screens for MyOffrz. We have explored options for designing explanations.
After conducting a brainstorming session with the experts we have defined a concept of
W-onion explanations, which was based on the laddering technique. Explanations were
presented in a form of 4 screens, each describing specific information item from the ranking
received from a short post-study.

Through a user-centered design process we have developed a prototype of the explanation
screens for MyOffrz in Principle. The prototype was tested and evaluated through User
Study 2. The study showed that explanations are able to effectively correct users’ mental
models. Additionally, we found out that gamification elements in the Ul are perceived
positively by the user. In general users prefer explanations that combine textual and
visual elements.
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10 CONCLUSION

We found connection between proficiency in technology and attitude towards online privacy.
Users who understand technology on a deeper level tend to be more privacy concerned,
while the ones who have limited knowledge about intelligent systems tend to not care much
about online privacy.

In conclusion, although there are several limitations of the work, such as limited amount
of participants and high specificity of the product, the results of the work have a high
practical value. The prototype developed in the course of work is ready for implementation
and proved to successfully correct users’ erroneous mental models. Scientific findings and
the framework can be applied to other systems with adjustments for peculiarities of the
particular system.
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11 Future work

As a result we managed to develop the framework for changing mental models of intelligent
systems and a specific prototype for explanations of MyOffrz. After final evaluation the
prototype was proved to effectively correct mental models of users. Although the concept
worked the way it supposed to, there are several areas for future improvement.

The prototype itself was design and tested in an iterative manner. It is ready to implement,
although it might still be improved and altered on the later stages of implementation.
The focus of the current research was specifically on the explanation screens. This stage
allows the best way to confront and correct users’ mental models. However, the first two
steps might make a significant change as well. In that sense, future work should be focused
on researching Ul properties that might help to form correct mental model of an intelligent
system. One idea could be, for example, adding ribbed edges to the banner, which will
make it look more like a coupon and, hence, change the perception about it. Another
useful idea could be to make all the elements of an offer more visible: coupon number,
expiration time, discount number etc.

As it was mentioned in the discussion, the information user has before facing the system
in real life plays an important role in preparing users’ mental models for the correct in-
teraction with the system. In that sense, future work should investigate the influence of
pre-interactional filters on the correctness of the mental models. Research might be focused
on the development of the on-boarding user flow or on investigation of influence of social
media exposure on the correctness of the users’ mental models.

As it was stated in the Limitations, the number of participants in the study was not high
enough, thereby academia might benefit from a study with the bigger scale that will bring
some statistical measures. As well as from all the studies conducted with products from
different segments and with different target groups.

We also can not say that there are no other factors influencing correctness of the mental
models. Thereby, future work can research completely different ways of changing mental
models.

In conclusion, the research on intelligent systems is at its very beginning. There are a lot
of areas for future work that have to be investigated. Current work presents only part of
the research about explanations of the intelligent systems and in particular ad services.
Thereby, the results might be improved and extended by future work.

69



70

11 FUTURE WORK



A SURVEY: HOW EMPLOYEES UNDERSTAND MYOFFRZ

Appendices

A Survey: how employees understand MyOffrz

Can you describe
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Figure A.1: Survey from employee 1
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A SURVEY: HOW EMPLOYEES UNDERSTAND MYOFFRZ
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Figure A.2: Survey from employee 2



A SURVEY: HOW EMPLOYEES UNDERSTAND MYOFFRZ
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Figure A.3: Survey from employee 3
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Figure A.4: Survey from employee 4



B QUESTIONNAIRE FORM

B Questionnaire form

9]

2)

3)

4

5)

6)

7

Questionnaire:

What is your gender?
[1Male
[] Female

[] other

How old are you?

What is the highest level of education you have?

What is your current job?

Do you use a browser on your desktop computer/laptop?

|:| Yes
|:| No

If yes, which browser(s) are you using?

Overall, how much do you trust the messages shown by Cliqz browser?

[0 trust completely [I likely to trust [_]I did’t form an opinion [_]I likely not trust [_]I
don’t trust completely

Do you agree or disagree with the following expressions:

1) Consumers have lost all control over how personal information is collected and
used by companies.

O Strongly agree [ Agree [ Neutral [ Disagree  [Strongly disagree

2) Most businesses handle the personal information they collect about consumers in a
proper and confidential way.

[ Strongly agree [ Agree [ Neutral [ Disagree  [Strongly disagree

3) Existing laws and organizational practices provide a reasonable level of protection
for consumer privacy today.

[ strongly agree [ Agree [] Neutral [] Disagree  [[IStrongly disagree

Figure B.1: Questionnaire form for User Study 1 and 2
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C Results of the questionnaires
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Figure C.1: Results for the questionnaire form User Study 1
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D DRAWING TASKS: MENTAL MODELS FROM USER STUDY 1 AND 2

D Drawing tasks: mental models from User Study 1 and 2

(d) Participant 4

(e) Participant 5 (f) Participant 6

Figure D.1: Mental models drawn by the participants of the User Study 1
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D DRAWING TASKS: MENTAL MODELS FROM USER STUDY 1 AND 2
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Figure D.2: Mental models drawn by the participants of the User Study 1
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D DRAWING TASKS: MENTAL MODELS FROM USER STUDY 1 AND 2

(a) Participant 1 before explanations
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(g) Participant 4 before explanations

Figure D.3: Mental models drawn by the participants of the User Study 2 before and after

seeing explanations
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D DRAWING TASKS: MENTAL MODELS FROM USER STUDY 1 AND 2
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Figure D.4: Mental models drawn by the participants of the User Study 2 before and after

explanations
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(b) Participant 8 after explanations
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Figure D.5: Mental models drawn by the participants of the User Study 2 before and after
explanations
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(a) Participant 12 before explanations
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Figure D.6: Mental models drawn by the participants of the User Study 2 before and after

explanations

83
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(b) Participant 16 after explanations
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Figure D.7: Mental models drawn by the participants of the User Study 2 before and after
explanations
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E POST-STUDY EMAIL

E Post-study email

Dear participant!

| am contacting you, because you have participated in a user test for master thesis
project: “Your data is safe: changing mental models of ad systems through transparent
communication”. | would kindly ask you to take part in the additional study presented in this
email @ It will take you just couple of minutes and will help me enormously!

You are already familiar with MyOffrz from the tests. We're currently working on
explanations for this feature. Thereby, | would ask you to rank information items below in
order of it's importance personally for you, i.e. what would you want to know about the
product first and what would be less important for you. Some information items might have
the same rank if they are equally important for you.

Here is the list of the items:
1. What is MyOffrz? — defining offers and explicitly identifying what value you will get with it,

e.g. deal, discount etc.

2. How to use MyOffrz? — mainly explaining how you can interact with offers, e.g. how to copy
the code, how to trigger offer or how to close it.

3. Where can you see MyOffrz? — how and why you see offers in a pop-up or a banner.

4. Algorithm? — How every offer is chosen for you, e.g. you have a coffee deal, because you
looked for ‘buy coffee’ on google.

5. Data flows? - How the confirmation that you used an offer is sent, where is it stored and
how is it used.

6. Proxy server? — How does the proxy server work, which provides complete privacy.

7. Agent? — Where does an offer comes from, how it was found and how the terms were
negotiated.

8. Storage? - Where are the offers stored and rules for triggering are stored.

9. Business goal? - Why do we show it you, how do we earn money with offers and what we
use this money for.

10. Privacy? - Detailed explanation on how we assure your privacy.

Please as a reply send me a list of numbers, ranked according to importance of every
explanation item for you.

Diana Dybok

Cligz GmbH | Arabellastrasse 23 | 81925 Munchen | Germany

Phone: +49 89 9250 1055 | diana.d@cligz.com | cligz.com

Managing Director (GeschaftsfUhrer): Dr. Marc Al-Hames, Jean-Paul Schmetz Commercial
Register (Registergericht): Amtsgericht Minchen, HRB 173779 | VAT-ID: DE260117842
Visitor address (Besucheradresse) Cligz GmbH | Rosenkavalierplatz 10 | 81925

Mulnchen | Germany

Figure E.1: Recruiting email for the post-study
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E POST-STUDY EMAIL



Content of the USB stick

1. Videos from the User Study 1 and User Study 2
2. Notes from the User Study 1 and User Study 2
3. Principle prototype for the final evaluation

4. Tables with the results from the tests

5. Consent forms from the participants

6. Mental models from the drawing tasks

7. User study scripts

8. PDF version of the master thesis

9. Latex file with the master thesis
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